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Abstract
Social media such as Facebook, LinkedIn, Myspace, Instagram and Twitter have seen
rapid growth in recent years. This caused drawback in protecting user accounts and violating
their privacy. Also increased the growth of social networking sites attracts of cyber
criminals. The use of social networking sites for illegal purposes has become a serious issue.
Therefore, the user accounts and their private data become more threatening. Hence, user
authentication is necessary.
In this thesis, we proposed a model for user authentication on social media based on
biometric characteristics of users and something owned by user. This model contains two
techniques: Face Recognition and Serial Number for user device to protect user accounts and
securing user authentication on social media. Also, we eliminated the problem of image
spoofing on face recognition systems because some face recognition systems can be spoofed
with an image.
The experiments show that the proposed authentication model can process the
drawbacks and attacks of user authentication on the social media; the experiments on the
model were conducted by a group of users, the experimental results show that user
authentication was performed more securely than traditional user authentication methods; the
execution time and precision are significantly improved as well. The experimental results
show that the execution time of the face recognition techinque approximately 2.1-3.4
seconds and the precision of 99.63%, and also the execution time of the serial number
technique approximately 1.0-2.5 seconds and the precision of 100%.
Keywords:
Authentication, Social media, Security, Biometrics, Face, Machine learning, Deep neural
networks, Serial number as token, Multifactor authentication
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الملخص
شهدت وسائل التواصل االجتماعي مثل فيسبوك و لينكيد ان و ميسباس و إنستاغرام و تويتر نموا
سريعا في السنوات األخيرة .وقد أدى هذا إلى ظهور قصور في حماية حسابات المستخدمين وانتهاك

خصوصياتهم .ان زيادة نمو مواقع الشبكات االجتماعية جذبت مجرمي اإلنترنت .وأصبح استخدام مواقع
التواصل االجتماعي ألغراض غير مشروعة مسألة خطيرة .لذلك ،أصبحت حسابات المستخدمين وبياناتهم

الخاصة أكثر تهديدا .وبالتالي ،من الضروري التحقق من مصادقة المستخدم.

في هذا البحث ،اقترحنا نموذجا لمصادقة المستخدم على الدخول لوسائل التواصل االجتماعي
اعتمادا علي الخصائص البيومترية (الحيوية) للمستخدم وشيء يملكه المستخدم .هذا النموذج يستخدم
اثنين من التقنيات :التعرف علي الوجه والرقم التسلسلي لجهاز المستخدم لحماية حسابات المستخدمين

وتأمين مصادقة المستخدم على وسائل التواصل االجتماعي .أيضا ،نحن قضينا على مشكلة انتحال
الصور على أنظمة التعرف على الوجوه ألن بعض أنظمة التعرف على الوجوه يمكن انتحالها مع صورة.

اظهرت التجارب أن نموذج التوثيق المقترح يمكن أن يعالج عيوب وهجمات مصادقة المستخدم

على وسائل التواصل االجتماعي ،تم اجراء تجارب النموذج من قبل مجموعة من المستخدمين .أظهرت
النتائج التجريبية أن مصادقة المستخدم قد أجريت بشكل أكثر أمنا من أساليب مصادقة المستخدم التقليدية

مع تحسن كبير في وقت التنفيذ والدقة .اظهرت النتائج ان وقت التنفيذ لتقنية التعرف علي الوجه تقريبا
 2.1-3.4ثانية و الدقة  % 99.63وايضا ان وقت التنفيذ لتقنية الرقم التسلسلي تقريبا  2.5-1.0ثانية والدقة
.% 100
الكلمات المفتاحية:
المصادقة ،وسائل التواصل االجتماعي ،الحماية ،البيومترية ،الوجه ،التعلم االلي ،الشبكات

العصبية العميقة ،الرقم التسلسلي كرمز ،مصادقة متعددة العوامل.
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1 Chapter 1
Introduction

Chapter 1
Introduction
Nowadays, social media have become very important and effective means of
communication. Many people have resorted to social media as a means of social relationships
and friendships and also the exchange of news and information such as files, texts, pictures,
and also the media (audio or visual). Social media uses give more control to the user.
Commercial Institutions benefited from social networks to enhance the commercial interests.
On the other hand social media have become a theatre to steal accounts, and
susceptible to several attacks on users of social media continuously, and violations of the
privacy with the increasing number of users and diversity of intellectual orientation. Experts
say that the theft of accounts across social networking sites has become one of the major
threats facing the users over the world in recent years, especially with the steady increase of
numbers of those who depend on social media in their daily lives.
Furthermore, there are many ways to steal and penetration the accounts, one of the
approved ways have to publish and lure victims via the social networking site, either through
links that lead to the videos, and also receive messages from seemingly trusted friends. Thus,
when opening those links or messages the hacker will receive account information and
penetrates account. This is the way which has become the most commonly used to spread
malicious software. Moreover, in the literatures, there are many other ways to penetrate
accounts include Facebook Phishing [105], Keylogging, Stealers [107], Mobile Phone
Hacking, DNS Spoofing [106] and other.
Authentication is necessary for many different systems for security purposes; a
promising approach is seen in a theory called "cryptography". Cryptography has emerged to
provide the requirements of security; the main requirements of security are [111]
confidentiality, integrity, and authentication [110]. This can be achieved by applying either
symmetric encryption, asymmetric encryption or hashing [124-131].
Consequently, the social networking provider used techniques to protect/ accounts and
authenticate users of these sites. Many researchers and service provider in the social
networking sites have used techniques to minimize penetrate of accounts and user
authentication such as two-factor authentication using SMS, two-factor authentication using
2

Email [108] and authentication generate personal questions [109].
In this research, we proposed a new model to authenticate the user, the proposed
model has not been used by social networking sites. To our knowledge, no similar model is
proposed to authenticate the user for social networking.
The rest of this chapter is devoted to presents the thesis through the statement of the
problem, the research objectives, the significance of the research, the scope and the
limitations of the research, the research methodology, and thesis structure.

1.1 Statement of the Problem
Social media have become a scene of privacy violations and account theft due to the
increasing number of users and the diversity of their intellectual attitudes. Although social
media have many ways to protect accounts and authenticate users, even though, the social
media accounts are penetrated by the attackers. As a consequence, the problem should be
considered and shortcomings. Furthermore, the previous research and techniques which used
to authenticate users did not satisfy the needs and the requirements of users for social media
for the protection of their accounts and personal information.
Thus, the main aim of the research is to protect user accounts and enable the user
authentication in an effective manner on the social media because they suffered from various
security threats, as well as mitigation of attacks on user accounts depending on the unique
facial characteristics (Biometric) and the serial number of the user's device. In other words,
the proposed authentication model is to study and to test the theory of authentication that
relates the social network with users. Thereby, protects users from hacker and protect
personal information on the social media. In addition, several face recognition systems have
suffered from image spoofing. When a person's picture passes in front of the camera, the
person is successfully identified. Therefore, the proposed authentication model protects the
face recognition system from image spoofing.
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1.2 Objectives
1.2.1 Main Objective
The main objective of this research is to protect of the authentication process by using
biometric features such as Face Recognition and the Serial Number of the user's device to
guarantee user authentication in social media securely. In addition, apply Face Recognition to
authenticate user by an accurate algorithm that distinguish between real face and a picture
(photo).
1.2.2 Specific Objectives
 Protection of the password by the Secure Hash Algorithm (SHA256) depending on the
proposed authentication methods.
 Using the proposed authentication methods producing countermeasures against attacks
penetrating user accounts on social media.
 Accomplish user authentication by using a simple and easy approach, merely enter
username and password.
 Attract social media to use the proposed methods because it connects the biometric
authentication and password protection together.

1.3 Significance of the Study
The importance of this thesis comes from using authentication by two approaches. Up
to our knowledge the proposed model has not been used.
Firstly, use the serial number of a device which is unique to each device. Every device
has its own serial number, the serial number is not repeated for more than one device, in other
words, it is impossible of having a similar serial number for more than one device. Secondly,
use the biometric features in humans, such as face, it is well known that every person is
characterized by specific biometric features and it is impossible for more than one person to
have/own similar characteristics.
In addition to strengthening the password through the use of the SHA256 algorithm
based on the serial number and biometric features. With the increasing entry to social media
in our life dramatically, every day browsing the site "Facebook" or "Twitter" or "YouTube"
4

and other social media to follow the latest news family and friends, share news and comment.
Hence, our own lives begin to become in a real attack risk. This is not an invitation to avoid
using these social media, but caution and prudence are required all the time that the user login
to these social media.
Therefore, the proposed model contains a hybrid method of verification and a
protection for accounts to be highly effective to enhance the user authentication and protect
user account.

1.4 Scope and the limitations of the research
The target social media are not under our control to implement and test our proposed
model, but we will implement the proposed model to simple social media based on our
design. The proposed techniques of authentication are applied through the model simulates
these techniques by the Python programming language. In our work the user authentication is
implemented safely without fraud; all the attacks facing the user accounts on social media or
different systems are eliminated. The proposed Face Recognition and Serial Number
techniques are applied to a website that simulates social media. It does not include social
media apps on Android, OS and Windows Phone systems. The Serial Number technique for
the user's device is applied to devices with Windows, Linux and OS. The proposed techniques
can include all systems or sites to authenticate their users not just social networking sites.

1.5 Methodology
To achieve the objectives of the research, the following methodology is followed, research
and survey: it includes a review of recent literatures, and an investigation of the social media
network authentication techniques. Proposed a new authentication model, test and evaluate
the strength of the proposed model. In our proposed model, we use two techniques for user
authentication, Face Recognition and Serial Number. Results and discussions, in this phase,
we analyzed and discussed the obtained results.
1.5.1 Authentication Model
A model supports the authentication process for account owners on social networking
sites. The model consists of two methods to enhance and improve user authentication. These
methods rely on biometric characteristics: face detection of the user, and serial number for
5

every user device. The two methods are optional for the user. The user chooses the method,
and then the model operates based on the selected method. The output of the selected method
is stored in the database and then compares each login for the user. The model compares the
method output with the stored/saved output in the database. If there is a match between
outputs, the model performs user authentication and ensure that the user is the actual account
owner. Figure 1.1 shows the authentication model. We take into consideration that the
password must be valid.

Figure (1.1): Authentication Model.
1.5.2 Authentication by Face Recognition.
We propose a new authentication method that relies on the biometric characteristics of
human, it uses Face Recognition, this method consists of two phases. The first phase is Face
Recognition using Dlib, OpenCv and OpenFace libraries, and some algorithms such as Deep
Neturel Network (DNN), Support Vector Machine (SVM), Histogram of Oriented Gradients
(HOG) and Facial Landmark to identify unique facial features. The second phase, Distinguish
between the real face of the user and the user's picture (photo), what if someone passes the
user's picture in front of the camera?. Figure 1.2 shows (a) The steps of authentication method
using Face detection and (b) authentication method during the user login.

6

Figure (1.2): Authentication by Face Recognition.
1.5.3 Authentication by Serial number
Each computer or laptop or mobile device all over the world contains a unique number
called the serial number. So, we propose a new authentication method that relies on a serial
number through restricting access to social networking account only if serial number exist or
added by the account owner. The method can obtain the serial number automatically by
calling an available function on our programming code. After the user login by his device for
the first time, the system forces the user to define two devices at least; these devices are used
to recover the account in case of damage or loss of the original device. Figure 1.3 shows (a)
the steps of authentication method using serial number and (b) authentication method during
the user login.

7

Figure (1.3): Authentication by Serial Number.

1.6 Thesis Structure
This thesis consists of six chapters: Chapter 2 presents theoretical and technical
foundation of authentication and the theory needed for thesis work; Chapter 3 introduces
related work of user authentication, and highlights its main shortages/drawbacks which are to
be avoided and solved in our work; Chapter 4 presents the proposed authentication model;
Chapter 5 presents experimental results and analysis: presents evaluate performance of model
through time and precision; and finally, Chapter 6 we draw the conclusion and summarize the
thesis and suggests future work.
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2 Chapter 2
Theoretical and Technical
Foundation

Chapter 2
Theoretical and Technical Foundation
In this chapter, we present preliminaries and theoretical and technical foundation of the
authentication which includes a definition of authentication, history of authentication, factors
of authentication, elements of authentication, methods

of authentication and types of

authentication with mention the most common types these days on systems or websites.
Moreover, reviewing the advantages and disadvantages of each type.

2.1 Preliminaries
In this section, we recall the most important concepts that we will use in the thesis.
 Serial number: A unique identifying number to link a device (phone, laptop or personal
computer) by the manufacturer to distinguish between the existing devices. The serial
number has to be unique globally. There are not any other devices in the world share the
same serial number [112].
 Hash function: A mathematical function that takes an input at any length and produces a
unique fixed length according to the function which is not recoverable (one way
function). The one way function means unable to recover/disclose the inputs back from
the hash output or extract the original data. In addition to that. It's impossible to find
different data has the same hash. Finally, any change of even one bit of the input will
produce a completely different output. Hash function algorithms are used for integrity,
which means no change in the data, and for storing passwords in the database as a Hash;
because if there is any penetration to the database all the passwords will be gotten easily,
so hash function can be used as a protection layer from hackers [21].
 SHA256 (Secure Hash Algorithm): SHA256 is a set of mathematical operations that
run on a variable-length as message into a fixed-length as output of 256 bits to produce a
hash. Until recently the most widely used hash algorithms. SHA256 is used to store
passwords, to verify data integrity and digital signature [20].
 Face detection: A technique that is able to locate the human face from digital images or
video frame through algorithms whose function is to detect the human faces within the
image [113].
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 Face Recognition: A biometric technique for identifying or verifying a person by
analyzing facial features of a person and comparing them with the data stored for that
person in order to prove identity. Face recognition has been used by commercial
companies such as Sony, airports, banks, applications to improve security [114].
 OpenCV: A library consisting of functions running out image processing operations used
by programmers also contain functions define certain objects in the picture, such as lines
and geometric shapes, to determine the colors also can call the XML files special
identifying human face, eyes, hair, hand and body as a whole, and can be used to identify
the person, developed by Intel Corporation, and now supported by Willow Garq. The
OpenCV also contains Human–computer interaction (HCI), Motion understanding,
Expectation-maximization algorithm, Artificial neural networks, Decision tree learning,
Structure from motion (SFM) [96].
 Dlib: An open-source library written in C++ language, consisting of a large software
group (algorithms) for dealing with machine learning, image processing, data mining,
graphical user interfaces, data structures, linear algebra, Bayesian networks, and many
other tasks [84].
 Euclidean distance: The Euclidean distance is the distance between two points in the
plane with coordinates (x, y) and (a, b) on a straight line, its law was derived from the
Pythagorean theorem. The Euclidean distance between two points can be calculated by
using the following formula [115]:
Dist((x, y), (a, b)) = √(x - a)² + (y - b)²

(2.1)

Where, (x, y) = the first point in the plane and (a, b) = the second point in the plane.
 Neural network: The neural network is a series of algorithms that try to determine the
relationships between a set of data using a mechanism that simulates the way the human
brain works. Neural networks have the ability to adapt to variable inputs so that the
network produces the best possible result without having to redesign the output
parameters. The concept of neural networks is rapidly growing in popularity in
commercial systems development [116].
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2.2 Theoretical and Technical Foundation
2.2.1 Background and Motivation of Authentication
The field of authentication is a very old one [49]. It can be said that in the beginning
just writing the names down document was a type of authentication since very few people
could read or write. Still, anyone who learned to read can access to these messages so, normal
language and writing systems did not provide a proper way of hiding the information. This
section presents an introduction on authentication in ancient, past decades and modern [50].
2.2.1.1 Ancient Authentication
Since ancient times, authentication is one of the most important requirements in all
transactions, especially legal and commercial transactions. The most important means of
verification and authentication is the fingerprint where the fingerprint was documented by
passing the ink on the finger and took the form of fingerprint to identify the person and then
was using the signature through a letter indicating the identity of the person below the
document or use written keywords known only to the sender and the receiver, but as
communications progressed, the need to automate the authentication process was much
greater than in the past because of the rapid spread of modern means of communication for
example, replacing the fingerprint with electronic fingerprint reader.
2.2.1.2 Authentication in Past Decades
In the early 1950s of the last century, there was a transition phase to the development
of communications where the invention of the computer and the need to move from the
manual system to the computerized system in all transactions and processes of archiving,
making the authentication process a great challenge to this electronic renaissance. The most
important verification of the user is the issue of an identity of each person identified by a
unique number that contains personal information such as name, date of birth and personal
photo, etc., where the permissions were determined based on the identification of the personal
identity of the person authorized to access certain information.
2.2.1.3 Modern Authentication
With the great progress in the areas of communication, information technology and the
creation of the World Wide Web where people were connected all over the world through this
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network and turn the world into a small village. The internet has been a revolution in the field
of communications where the number of users grew and spread rapidly, which was a need to
protect users and secure of their information against electronic attacks. The process of
authentication began to develop quickly, at first the passwords and username were used for
security reasons and the methods of verification have been used more securely such as
verification messages, phone calls on personal mobile and using the barometric features of
users using accurate devices.
2.2.2 Authentication Definition
Authentication is the process of verifying the identity of the person or verifying the
validity of the person's credentials that are required by any system. When logging into any
system or website you will be asked to enter a username to identify yourself and claimed to be
that you are the person, but to verify that you are actually that person; it requires a password
as a method to authenticate. In other words, authentication only ensures that the person is
claiming to be [21]. Figure 2.1 shows the authentication process. The data provided to the
authenticating agent in order to be used in the authentication process are based on three
factors as illustrated in the literatures [58, 59, 60, 61], we summarize those factors as follows:
1. Something you know:
It is an ambiguous thing that only intellectually recognized/released by the human
brain, such as the password is owned by the user and any system (authenticator). This method
of authentication is inexpensive and smooth but has weaknesses such as forgetting and
guessing the secret word.
2. Something you have:
It is an object or token is similar to the self-identity card that must be with the person
when the authentication process such as smart card and credit card. This method of
authentication is fairly secure, but has weaknesses such as card loss and stealing the card.
3. Something you are:
It is the physical and behavioral characteristics of the humans, such as fingerprint,
voice, face, hand, retina and ear features. These characteristics are unique to everyone where
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each person has different characteristics than the others. This method of authentication is very
secure, but very expensive.

Figure (2.1): Authentication process.
2.2.3 Authentication Elements
There are five basic elements of the authentication process [51]:
1. Person:
A user who wants login to a system, it must be ready to present the authenticator
evidence to support the procedure that it is authorized to use the system or website.
2. Authenticator:
Identify the user automatically and to determine if that user is authorized to login the
system.
3. Special Features for Authentication:
The user features are classified into three factors that include: something you know,
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something you have, something you are. These factors contain elements that the user can be
presented to the authenticator for obtaining permission to use the system or website.
4. The Authentication Mechanism:
A mechanism used by the authenticator to verify authentication features provided by the user.
5. Access Control Mechanism:
A mechanism that compares the authentication information with information in its database,
establishing on a specified authentication server, if the system runs on a network.
2.2.4 Authentication Methods
There are varied methods to authenticate user, device, or an entity included:
1. Password based authentication: is a string of characters, numbers, and alphabets that are
provided by the user to each server to be used in the authentication process. This type is the
most common forms of authentication [34]. Many systems do not store passwords in the
database as plaintext, but are encrypted by Hash function algorithms like MD5, SHA.
Authentication in this way is generally simple to use and does not require much processor
power. Password authentication has disadvantages such as does not provide strong
authentication just rely on the strength of the password, discovering passwords by
eavesdropping and guess the password [33].
2. Certificate based authentication: is a digital certificate consists of Distinguished ame
(DN) and a public key that is used to authenticate the user before giving the login permission
to the server and the server authentication itself to the user by verifying the digital certificate
and public key. This type of authentication depends on a certification authority as a trusted
third party used for issuing digital certificates [35]. In other words, the process of mutual
authentication between the user and the server using certificates.
3. Token based authentication: [62] a hardware device that contains part of the data to
uniquely identify the user and was created by the server such as Smart card or USP key.
Authentication [63] works when the user tries to login to the server where submits the token
that is validated by the server and then authenticate the user and grant him access. Where the
user has a personal identification number (PIN) through this the user proves ownership of the
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device. The device then displays a token that uniquely identifies the user to allow the user to
log in.
4. Biometric based authentication: the physiological or behavioral characteristics of humans
that are used to recognizing a person's identity. The physiological type is based on the features
of the body and therefore it varies from person to person like retina, voice, iris, face and
fingerprint. The behavioral type is based on the behavior of a person like keyboard dynamics
(typing), signature and writing style [36]. In theory, any physiological or behavioral
characteristic for every person can be used for personal identity authentication because it
implements attributes such as uniqueness, permanence, collect ability and acceptability [37].
Biometric authentication implements by comparing the two sets of data: The first is captured
by the biometric system and the second is authentic stored in the database. If both sets of data
identically, the authentication is applied and gives permission access to the person [41].
Usually, biometric authentication is used to secure access to physical and computerized
resources such as smart phones, desktops, websites, buildings and bank accounts, etc. The
biometric recognition system consists of four basic components [48]: sensor module, feature
extraction module, matching module and decision making module. Figure 2.2 describes
biometric recognition system components.
1. Sensor module: It is the sensing module which converts biological characteristics of
human into digital form to acquire biometric data. For example, a microphone in voice
recognition system, a Charge Coupled Device (CCD) in face recognition system,
Complementary Metal Oxide Semiconductor (CMOS) in iris recognition system and
scanner in fingerprint recognition system.
2. Feature extraction module: The data acquired by the sensor module are processed to
extract the feature vectors. The feature vectors represent an individual and then stores it
as the template in the database.
3. Matching module: The feature vectors are compared with the template stored in the
database, where measures the similarity between feature vectors input and template in
the database.
4. Decision making module: It is a final result module for recognition system that
identifies person's identity or identify whether the alleged identity is accepted or
rejected.
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Biometric authentication methods like Fingerprint recognition, Iris recognition and Face
recognition are the most common and widely used these days.


Fingerprint recognition:
The fingerprint is one of the most widely used biometric authentication methods.

Fingerprints for every human contains a pattern consists of ridges and valleys. These ridges
and valleys are distinguished by several landmark points, known as minutiae. The minutiae
points of a fingerprint are used for matching two fingerprints [38, 39]. Therefore, the
fingerprint is a method of identifying the identity of a person by comparing of two
fingerprints, it is a convenient method of use; where cannot forget the fingerprint similar to
what happens with passwords [40].


Face Recognition:
The face [43] is one of the biometric physiological characteristics which are used to

verify the identity of the person through extraction and analysis relationship among the
locations of facial features of a digital video camera such as chin, nose, mouth, lips, the shape
of the cheekbones, the distances between eyes and jaw edges [42]. Face recognition systems
use many algorithms to extract facial features include Principal Component Analysis (PCA),
Independent Component Analysis (ICA), Linear Discriminant Analysis (LDA), Evolutionary
Pursuit (EP) and Elastic Bunch Graph Matching (EBGM) [44].


Iris Recognition:
The iris is the colored circle of the eye, where the pupil is located in its center. Iris

recognition [47] is a method that uses video camera technology with infrared illumination to
capture the iris image to extract complex patterns are unique and stable throughout life that
contains many individual features such as stripes, pits, and furrows, these features are used to
identify a person. Iris recognition [46] does not compare the iris image itself with iris images
stored in the database. Rather, the individual features are encrypted by statistical algorithms
such as Daugman [45] and they are called biometric templates encoded that are stored in the
database.
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Voice Recognition:
Voice biometrics [75] is a feature of the unique physiological features of a person that

can be used to identify that person. Voice Recognition [76] is applied by converting analogue
signals into digital signals that can be manipulated by computers and then stored in databases
for comparison and authentication operations. Some of the other systems depend on a specific
word, but rather the user is directed to read a relatively long speech and store certain values to
distinguish the user and identify the voice print. The most famous algorithms used the voice
recognition system are Neural networks [73], Dynamic time warping (DTW) -based speech
recognition [72] and End-to-end automatic speech recognition [74].

Figure (2.2): Biometric recognition system components.
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2.2.5 Types of authentication
1. Single Factor Authentication
Single-Factor Authentication (SFA) [52] is the process of securing access to the
account on the website (system) through only one method of authentication. The most
common method of single authentication is the password. Where the user enters the username
that can be in the form of email or phone and then enter the password for use in the
verification process. Some website or systems have information about the last access time
sends a message when a login is detected from a new device or location, this helps them know
if a password has been obtained by an attacker. A strong password [53] is very important
requirement in single factor authentication by using numbers, capital letters and special
character, this will make it hard to guess, but it may be hard for users to remember. The
drawback of single-factor authentication that is passwords may be captured by brute force,
dictionary and rainbow table attacks.
2. Two Factor Authentication
Two Factor Authentication (2FA or TFA) [54] also called two-step verification is the
second extra security method to verify identity when accessing an account on the system
(website), it requires the input of other data after the username and password. This other data
include two types of something you have like a phone and something you are like a
fingerprint, it means that the user can access the system through the mandatory pass in two
different ways of authentication. Figure 2.3 shows an example of Two Factor Authentication.
Two Factor Authentication provides greater security for user accounts by requiring users to
identify themselves in more than one method, making it difficult for attackers to access
accounts and steal identity. The drawback of Two-Factor Authentication is that the data used
in the second authentication process reaches the user slowly such as sending a code to the
phone after a long time or loss. There are many popular websites that use Two Factor
Authentication are Facebook, Twitter, LinkedIn, Google, Gmail, Hotmail, Outlook, Yahoo,
Dropbox, iCloud, PayPal and Wordpress. The most popular types of Two Factor
authentication used online [55]:


Two Factor Authentication Using SMS Based Authentication
When using SMS Based authentication, a text message containing the verification
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code is sent to the user's smart device when logging into your account or when doing so from
a new device. This a relatively easy method to verify user just need mobile device or an email
address, but one of the disadvantages of this method is that it depends on the signal on the
user's mobile so if you are in an area where the network is not available you will not be able
to receive the code, the method also suffers from the possibility of attack due to the
vulnerability of the cellular network.


Two Factor Authentication Using Email Based Authentication
Another common method of two factor authentication. This method is very similar to

the SMS method, the user enters the code that sent to his email address or by sending a
clicking links to the email address. This method is too easy to use, inexpensive, but email can
fail to be delivered the code in many ways or email has been hacked by an attacker to grab the
code.


Two Factor Authentication Using App Based Authentication
In the presence of a signal problem in the SMS system, it was necessary to have an

alternative method not dependent on the wireless carrier. The solution was to use App Based
Authentication. This application works on Android and iPhone devices, google is the most
common application that uses this method. After setting up service with the Authenticator, an
authentication code, username and password will be required. The application creates a new
code that expires within one minute. This short period is one of the disadvantages of this
method, after once a minute has passed and the verification process is incomplete, all
verification steps had to duplicate again.


Two Factor Authentication Using Physical Authentication key
This new approach uses a small USB chip that protects a login process by preventing

any person who wants to access account because knows who have this USB chip. When the
user wants to access the account, it inserts the chip into a computer each time you enter a
password to log in. A physical key reduces the possibility of attacks because the data needed
to know a key can be gotten only by physically attacking a chip in that key, but very
expensive.
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Figure (2.3): Example of Two Factor Authentication.
3. Multi Factor Authentication
Multi Factor Authentication (MFA) [56] is a mix of two or more authentication
methods such as passwords, token and biometric features. The goal of the multi factor
authentication is to obtain a security layer more complex and difficult by restricting the access
of not authorized users, so when the hackers can access the information of one factor will face
other factors to complete the login process successfully, for examples of MFA include: smart
card, fingerprint scanning and security question answers. The drawback of multi factor
authentication the difficultly of use by the user, high cost because requires constant
maintenance and management of more than one method and user databases [57].
2.2.6 Authentication Attacks
This section introduces the major attacks that authentication process can encounter,
these attacks are the most used by the hackers.
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 Dictionary attack [64] is a way of guessing a password based on systematic
experimentation of words found in a list called the dictionary and combinations of
these words, so that one of the words or combinations succeed, thus know the
password or fail all words and all combinations, this means that the attack has failed.
 Brute Force Attack [65] is automated program that's used to determine a password or
username, Where it generates billions of componention of letters, numbers and
symbols repeatedly so obtain data such as a password. Moreover, used by attackers in
order to obtain the encrypted data.
 Phishing attacks [66] are the most common attack methods where the attacker uses
forged web pages, emails, or other electronic communications where the attacker
sends it to the victim user. When the data are entered, it is sent to the hacker in the
form of a file, and then the hacker loads it [68]. In November 2007, SalesForce was
victimized by a phishing attack [71].
 Man In The Middle (MITM): [67] an attack that targets the process of the
authentication where the attacker placed himself between two devices, the user
requesting authentication and the party responsible for identity authentication. Thus,
the attacker is able to read, intercept and modify data, or messages transmitted
between them. Where the attacker uses a program that places it between the sender
and the recipient without their knowledge. Therefore, the attacker appears to the
sender as a receiver, and to the user as a server. In this case, the attacker can intercept
and replace the correct data or steal this data without the user or server being aware of
this.
 Replay attack: [69] it is similar to the Man in the middle attack, the difference is that
the Man in the middle attack modifies the data before sending it to the original
receiver, but in the Replay attack captures only the information and then sends it back
at a later time (resend). A replay attack [70] where it re-sends or delays sending useful
information for the purpose of fraud. Often re-sent on the one side is the client side.
For example, the username and password are sent between the client and the
authentication system. The attacker captures this information and re-uses it for certain
purposes.
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2.3 Summary
In this chapter, we presented an overview of the basic theoretical foundation and
preliminaries that related to our research. We presented authentication concept and factors, we
described elements of the authentication that available in any the authentication model,
authentication methods, authentication types and user authentication attacks. In the next
chapter, we will present an overview to approaches related to the main topic of this thesis.
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Chapter 3
Related Works
Recently, we have huge development of social media. The user authentication issues
in social media have attracted much attention. A great deal of research relevant to securing
and enhancing of authentication in social networks. In this chapter, we recall some of
previous researches that proposes techniques to authenticate users on social networking sites
to protect user accounts and their private information. We divide the related works into two
categories:
1. Authentication techniques based on knowledge and possession.
2. Authentication techniques based on biometric features.

3.1 Authentication Techniques Based on Knowledge and Possession
Yardi et al. [1] Lineup is designed to help social networking sites to verify the user’s
identity or user membership. It works by providing images for user that have been shared on
the social networking sites by the user himself. The user is required to identify a particular
user's identity in the picture that has been selected for authentication.
Nassar and Chen. [32] This research paper discusses a new method of authenticating
the user across the social networks, where it proposes to replace the username and password
with one time code. Each code can't be guessed from user information or the previous code, it
is a random value using the Pseudo Random Number Generators (PRNGs). The client
connects to the server, where the client creates the root file that stores the user's data,
passwords and all the authentication methods that used in previously then creates a copy of
this file on the server side. In every login process, the two files, create 16-byte seeds, then
generate new code, then the codes are compared if matched the login process will be done
successfully.
Freeman et al. [3] Presents based approach to classification login attempts into two
types: normal and suspicious performed by any user. This approach saves every login session
and all Ip's that a user used to login, and update its information in all session the user login to
his account when the system notes that there are a number of attempts to log in, the system
consider that is an attempt to attack the user account.
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Nemoto et al. [14] Proposes a knowledge-based authentication system using Twitter.
This KBA system contains a set of questions and her answer. Twitter stores user Questions
and Answer. When the user logs in and Twitter needs to authenticate the user directly using
KBA to authenticate the user that contains questions and answer user by demonstrating
question to the user which appears as a message. The user answers the question and then
compare with the questions and Answer, which Twitter have stored.
Jain et al. [22] Proposes a system of social authentication based on interactions and
relationships between users and large amounts of data generated by users on social networks,
where these interactions and data are used to authenticate the user by asking questions such as
select the name of the friend who exchanged messages and type the name of the friend who
poke you on Facebook.
Ikhalia [2] Suggests Modification of Password Classification Algorithm which
classifies password according to the security level such as very unsafe, unsafe, not secure, a
little secure, secure and very secure. This is done through passwords that are created by the
user must be composed of uppercase and lowercase letters, numbers, and special characters.
In addition, display an Instant Message to the user about the level of security for the
password.
Brill and Olmsted. [26] Proposed an algorithm to describe password strength strategies
and password selection processes used in user authentication. This algorithm helps users to
create the most powerful password that are difficult to guess and prevent users from creating
passwords that are easy to guess.
Ikhalia and Imafidom. [4] Proposes two factor authentication by connecting email
with your password as the second factor authentication. When a user enters the password to
the system the user moves to the second phase of the authentication that requires the password
token that is sent to the E-mail. In each login session is sending the password token to E-mail.
Boshmaf et al [15] Describes mechanism of CAPTCHA to authentication user which
used by many social networking sites. In order to ensure that the user who ran out registering
or logging in to the social networking sites is a real person and not bots.
Anjitha and Harsha. [5] Suggest the application consists of two methods to provide
secure authentication. Firstly, the provision of a private key for each user when the user needs
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access to features in social networking sites such as image, video and chat. Secondly,
generation of graphical image authentication. When the user logs in to social networking site
automatically are generated graphical in random order, the user arranges the image in the
same order chosen during the registration process.
Venkateswari. [6] Proposes a system which consists of three techniques to enhance
authentication: shared keys, generate personal questions, one time password based on the
encryption methods. A system that displays a set of questions to the user, these questions are
social such as Father name and date of birth. The user answers to those questions and the
system checks the validity of the answer by comparison with the answer stored in the
database. If they are correct, the key is generated using SAKA algorithm. Facebook, Twitter,
Google and others of social network sites are working on Two-step authentication using
mobile. These social networking sites authenticating the user in two steps: password and
unique code (one time password) sent to the user by mobile every time he wishes to access an
account. This mechanism ensures that no intruder can access user accounts, and also sends a
notice to any login process for the an account on your notification list [7,8,9,16,18]. Facebook
has launched a new feature to protect your account from hackers and called Trusted Contacts.
It aims to solve your property problems of the account, which could have faced, such as the
loss of a password, penetrate the account and other problems. By selecting a number from 3 to
5 trusted friends you can turn to in case of loss of the account or password. In the case of loss
of the password and the inability to login to your account. Everyone of your friends can get
the security code with the introduction of the 3 or 5 symbols You can then access your
account successfully. The problem with Trusted Contacts that hackers are taking advantage of
this feature in a different way, where you've added to three accounts, and then doing a restore
on your password, and send restore the account code to accounts added by attacker, and
penetrates your account [10]. Login by profile picture is a new feature offered by Facebook
that allows the user to validate access his account without the need to enter his username and
password where the user enable this feature he used his picture and replace his original
password by four numbers code [11]. Some Sites like google allow you a new mechanism to
authenticate the user are called "Third party authenticator using QR code", you should
download a QR Reader Program to be able to read the QR Code that generated it through
login process.

All you need is access to those sites, determine your mobile type and

download the software. This software uses camera to read this code [12]. NFC Security keys
work as part of the Facebook authentication system, which adds a second mechanism of
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defense in the event of a threat to the user's password. This is usually the second factor is a
series of numbers sent via text or apply on-board, but the security key needs to include a
physical device "smart USB" in the computer when you log on, and you need to buy this
device and carrying it in any place. Facebook is the first major platform to support NFC
system, although the service is still not available. It will be for users to log in through the
mobile site rather than the application itself. Setup requires downloading the latest version of
the application [13].
Constine. [17] Social networking sites request a copy of the government user's identity
until authenticates the user name or account owner, and thus eliminates the personal forger.
App Password is the password used to once you can use to log into your own applications,
such as Skype, Instagram, sound cloud and help keep your password safe. The system will
save the list of applications that generate passwords application, but you do not need to
remember passwords. If you log on from any of your applications, you will create a new
password. It has been applied to Facebook [19].

3.2 Authentication techniques based on biometric features
Sultana et al. [31] This paper describes a methodology to identify and analyze the
social behavior from social interactions of users in Twitter such as posts, replies and hashtags.
This method uses data mining algorithms to extract and analyze the behavioral features of
users that reveal very personal characteristics of each user that are used as a biometric feature
for the user authentication process. Moreover, it has been shown behavioral patterns exist for
each person on social networks that can be extracted and then used in user authentication.
Anani and Ouda. [30] This paper proposes a method for user authentication by
collecting data about user behavior on the social network such as likes, unlike, images, and
topics of interest, then categorizing them for time periods (monthly, weekly, daily), it is better
to classify them for a short period of time because the user's interests vary from time to time.
This a method collects data about user behavior and stores it in log of user movements. Every
login process, the system generates a one-time question depend on the user behavior of the
user then the system allows or prevents the user from accessing the account.
Ozan. [23] Presents different techniques for user authentication on social networks
without password depending on the characteristics of the browser and the device. In other
28

words, user authentication depending on web-based device fingerprinting and browser
detection methods (cookies) through them the data are collected during interaction between
user and server such as browser attributes, geographic location, browser type and screen
resolution, etc. This data is used to authenticate the user.
Fujii and Tsuruoka. [25] proposed a two-step authentication by using SMS and
biometric features (Voiceprint). The first step is sending a text message include a phone
number to the user's cell phone that was added in his private data on social networking sites,
then the user call this onetime phone number and signed his/her Voiceprint that was
previously added, also using this method has been increased authentication even if the mobile
was stolen it because using the biometric (Voiceprint) authentication.
Keretna et al. [24] proposed a technique based on typing style biometric to extract and
analyze features typing style for each user on Twitter using text mining algorithms and
machine learning technique. These features are used to authenticate the user.
More et al. [27] discusse one of authentication algorithms using biometric
characteristics (facial features), where this paper proposes the development of the algorithm
depending on the intensity of the color and the conversion of the color image to white and
black. The algorithm is applied in steps: the first open the camera and create a picture of the
user then crop the image until it becomes an oval face shape, then converted to white and
black to facilitate the process of comparison with the level of gray, then identify the basic
features of the face and compare them with the images saved in the database as a last step and
complete the client login. The problem that faces authentication based on the proposed
algorithm when obtaining a user photo and pass them in front of the camera are logged into
the account automatically.
Kaur et al [28] describes the design of a site simulates social networking sites that
contain us Face Recognition technique to login and user authentication in the site by using
Face Detection algorithms are PCA, ICA, LDA and SVM that extracts and analyzes facial
features when taking a picture of the user's face and using the results in the authentication
process. The problem with the Face Recognition technique is that it cannot distinguish
between the user's real face and the user's photo [29].
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3.3 Summary
In this chapter, we presented a review of existing works closely related to our research
and identified some drawbacks of existing approaches such as face recognition system cannot
distinguish between the user's real face and the user's photo, and most of the algorithms used
in face recognition systems are not highly accurate in terms of changing facial features of a
person over time such as PCA, ICA, LDA. In addition, most methods of authentication of
social communication have been hacked, such as password, trusted contacts and two step
verification using mobile or email. In the next chapter, we will provide a detailed description
of the proposed user authentication model.
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Proposed Model and Methodology
In this chapter, we present our proposed authentication model on social Media based on
the authentication theories, methods, and types which were explained in chapter 2. This
chapter organized into three sections. Section 4.1 presents a general view of the proposed
model. Section 4.2, introduces the Face Recognition, the first methodology of the proposed
model. Section 4.3 presents the Serial Number, the second methodology of the proposed
model.

4.1

Authentication Model
The main objective of this research is to develop user authentication approach which, is

to verify the user when logging on to social networking and other systems. To achieve this,
we used a combination of physical characteristics of the humans, such as face and an object
(Token) owned by the user, such as the serial number of the device. The proposed
authentication model consists of two techniques are: Face Recognition and Serial Number, so
that the first technique is based on the human biometric, which characterized as unique and
the second technique is based on a hardware, which contains part of unique data.
In our model, each technique based on the two authentication factors, so that the first
factor is the password as is common these days and the second factor is face recognition or
serial number of the user's device. There are many types of authentication as we mentioned in
Chapter 2, our model is of two-step verification type. This means each technique verifies the
user by two steps respectively. The user authentication begins with the password and then
moves to the second authentication with face recognition or serial number. The user must
bypass the first authentication step and the second to access the account or give him/her a
session. Figure 4.1 shows the workflow of the Authentication Model.
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Figure (4.1): Workflow of the proposed model.

4.2 Face Recognition
In this section, we present and explain the first technique of the model is Face
Recognition. As we mentioned in Chapter 2, Two Factor Authentication (TFA) is a security
process to verify user identity in two sequential ways before grants the user a session to the
system (website). We used two authentication factors in this technique:
i. Something you know is the password.
ii. Something you are is Face Recognition.
In our technique, the face recognition is the second factor of authentication process
after the first factor is the password as it is common and most commonly used on websites
and systems. The first factor is the password so that each user has his own password. We
encrypted the password with SHA-256 algorithm [104]; SHA-256 is one of the most popular
Hash algorithms, the output of the is a hash stored in the database. To apply Face Recognition
technique as a second factor, we summarize the methodology in the following steps (1-5) as
presented in Figure 4.2:
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1. Face detection: Determine the user's face in the camera real time by using Histogram
of Oriented Gradients (HOG) and Support Vector Machine (SVM).
2. Facial landmark: Represent the basic facial features on user's face by using a Facial
landmark algorithm.
3. Distinction between the user's real face (image) and the user's photo by using Eye
Aspect Ratio equation (EAR) that calculates eye movements.
4. The extraction of the basic measurements (facial features) of the user's face.
5. Comparing the basic measurements (facial features) of the user's face with stored in
the database.

Figure (4.2): Steps of Face Recognition Technique.
4.2.1 Face Detection Using Histogram of Oriented Gradients (HOG) and Support
Vector Machine (SVM)
In this technique, we used the Histograms of Oriented Gradients (HOG) algorithm to
detect the user's face from the frame or image captured by the camera. Histogram of Oriented
Gradients (HOG) [86] is a feature descriptor widely used in computer vision, pattern
recognition and image processing for the purpose of distinguishing or detecting objects
through their shapes such as the human face or human body detection. The technique
describes the object by calculating the gradient orientation in localized blocks of an image.
There are basic steps of the HOG algorithm in our technique [77]:
1. Preprocessing
The HOG uses a detection window that is width 64 pixels and length 128 pixels, that
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means cropped a window from the original image at 64×128. The original image is a frame
captured by the real-time camera. The HOG divided the window into blocks to size 16×16
pixels. Each block is divided into small regions called cells, Figure 4.3 shows 8×8 cell of
HOG, 16×16 block and detection window from an image. Usually, the blocks overlap each
other, therefore the cell may be present in several blocks. We will explain the overlap of
blocks and their usefulness in the next steps.

Figure (4.3): The cells and blocks on frame (image).
2. Computes the gradient vector
Computes the gradient vector for each pixel in a cell and the magnitude of the
gradient. Figure 4.4 shows an example of computing the gradient vector, magnitude, and
angle. The gradient vector [78,79] has magnitude and angle are given by:
Gx(y,x) = Z(y,x+1) – Z(y,x-1); Gy(y,x) = Z(y+1,x) – Z(y-1,x)

(4.1)

G(y,x) = √Gx(y, x)2 + Gy(y, x)2; ϴ(y,x) = tan−1 Gy(y,x)
Gx(y,x)

(4.2)

Where Z(y,x) is the pixel intensity at coordinates x and y, Gx(y,x) is the horizontal gradient,
and Gy(y,x) is the vertical gradient.
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Figure (4.4): Example of gradient vector, magnitude and angle.
The values of the gradient vectors for (8x8 pixel) cell are put in the histogram, the
histogram is divided into 9 parts from 0o to 180o degrees. Figure 4.5 shows the histogram of
gradients.

Figure (4.5): Histogram of gradients [80].
36

3. Block Normalization
Usually, there is dark (unclear) pixel in an image that means the image has different
contrast, therefore normalization of the gradient vectors is performed by adding or subtracting
a fixed amount of brightness to each pixel in the image where it increases the size but keeps
the gradient vectors itself in each pixel. The effect of the normalization is that dark pixel
became a little brighter while the bright pixel became brighter, thereby increases the clarity of
the image. Normalize the block through the appearance of the inner cells four times, the edges
twice and the corner cells once, that means the normalization of each cell with another group
of adjacent cells. Figure 4.6 [80] shows the block normalization.

Figure (4.6): Block normalization[80].
4. Calculate the HOG feature vector over detection window:
The 64 x 128 pixel detection window will be spliced into7 blocks horizontally and 15
blocks vertically to be the final output of the vector size is 7 blocks horizontal x 15 blocks
vertically x 4 cells x 9-bins per histogram = 3,780 values. Figure 4.7 [81] shows the final
feature vector for the entire window.

Figure (4.7): An overview of the HOG feature vector (Result values) [81].
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5. Support Vector Machine (SVM)
A Support Vector Machine (SVM) [82] is a supervised machine learning algorithm
that can be used for classification specific through a separating hyperplane between two data
sets. In other words, SVM is based on the idea of separating a group of objects having a
different class. Figure 4.8 [83] is an example of how the SVM algorithm works. SVM is
commonly used for object recognition in images or video such as human faces and the human
body. The SVM algorithm [85] uses a description of HOG for each image as information for
face detection by training and testing, then apply the process of aggregation of the specific
features of the face through the histograms bases resulting from HOG training by SVM. We
use SVM because we need to determine the face in the image through the histogram that has
been obtained from HOG algorithm.

Figure (4.8): Histogram of gradients [83].
In our work, the face detection mechanism is implemented by extraction of feature
vectors from the window (image) which is represented by the histogram, then classified to
face or non face using the trained model based on the SVM algorithm. In this technique, we
used the dlib library [84] which contains a trained dataset. The dataset consists of images that
have been trained using the SVM algorithm to detect the face in the image. In other words,
the results of the HOG descriptor through which detects the face based on the trained dataset.
4.2.2 Facial Landmarks
The facial landmarks algorithm [87] used to locate, discover and represent the basic
facial features such as nose, mouth, eyebrow, eyes, etc. Figure 4.9 [90] shows the basic facial
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features by facial landmarks algorithm. The algorithm identifies 68 points for the basic facial
features called landmarks which are existing in any faces. The 68 points that determine by the
algorithm includes eyes, eyebrows, nose, mouth and jaw line. We used Facial landmarks
algorithm for three reasons:
 The problem of the different directions of the face after face detection. Figure 4.10
[87] shows several faces with different directions.
 We use it to distinguish between the user's real face and the user's photo, we will
discuss this in the next steps.
 We use it in the process of extracting facial features to compare the faces, we will
discuss this in the next steps.

Figure (4.9): The basic facial features are specified in green[90].

Figure (4.10): Several faces with different directions after implementation
facial landmarks [87].
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The facial landmarks algorithm was implemented through the use of the dlib library
[84] that contains facial landmarks algorithm, which was trained on the 68 points iBUG 300W dataset [88]. The facial landmarks were implemented in this technique as follows:
1. Get the frames which were captured by the real-time camera.
2. Face detection as explained in the previous step of the technique.
3. Convert the frames to grayscale.
4. Call the detector facial landmarks from the dlib library that was trained on the iBUG
300-W dataset and applied to the specified face in the image, then produces the 68 (x,
y) coordinates that express the basic facial features. Figure 4.11 [88] shows the 68
facial landmark coordinates.
5. Convert the 68 (x, y) coordinates to NumPy. The NumPy [89] is the basic library of
computing operations in the Python programming language that provides a
multidimensional array object (matrices) and tools to handle these arrays where they
contain a variety of arithmetic operations on arrays include basic linear algebra, basic
the statistical and logical operations, and more.
6. Display the basic facial features of your screen.

Figure (4.11): The 68 facial landmark coordinates [88].
40

4.2.3 The Distinction Between The User's Real Face (Image) and The User's Photo
The Face recognition technique has a weakness, assume that the hacker got a photo of
the user and passed it in front of the camera, then the hacker will be able to apply the rest of
the steps of the face recognition technique and give the hacker a login (session) for the user
account. Many face recognition systems suffer from the problem of not distinguishing
between the user's real face (image) and the user's photo such as Samsung's galaxy S8 can be
fooled by a photo [91, 92].
To overcome the weakness, we used a mathematical equation called the Eye Aspect
Ratio (EAR) [93]. The Eye Aspect Ratio (EAR) is an equation that involves calculating the
distances of eye landmarks during opening the eye and blinking the eye. With reference to the
previous step, we used the facial landmarks algorithm to locate the basic facial features that
include the eyes where the eye is represented by six (x, y)-coordinates. Figure 4.12 shows the
six (x, y)-coordinates landmarks for the eye. The Soukupová and Čech [93] derived the
equation (1) based on six (x, y) coordinates of the eye through a facial landmarks algorithm.
The Eye Aspect Ratio (EAR) equation:
EAR =

∥P2− P6∥ + ∥P3− P5∥
2∥P1−P4∥

(4.3)

Where p1,…., p6 landmarks for the eye, ∥ P2 − P6 ∥ + ∥ P3 − P5 ∥ distance between
the vertical eye landmarks and ∥ P1 − P4 ∥ the distance between horizontal eye landmarks.
The value of EAR is as follows:
 EAR will be large and steady; if the eye is completely open
 EAR is close to zero; if the eye is completely closed (user blink)
In this step, we distinguished between the user's real face (image) and the user's photo
based on the two results of the Eye Aspect Ratio (EAR), so that the percentage of eye opening
fixed, then drops quickly to zero, then increase again, thus we infer occurrence a movement of
the eye, this movement of the eye during a period of time indicates that the face of the
specified user is real and not user photo due to impossible occurrence of a movement for the
eye by a user's photo.
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Figure (4.12): The six (x, y)-coordinates landmarks for the eye.
In this technique, the distinction between the user's real face (image) and the user's
photo was implemented as follows:
1. Convert the frames which were captured by the real-time camera to grayscale.
2. Locate the six (x, y)-coordinates landmarks for each eye by facial landmarks
algorithm of the image (frames) as explained in the previous step of the technique.
3. We identified two important constants.
 Threshold: It is the value of which determines the movement of the eye (blink).
If the eye aspect ratio is greater than the threshold then it becomes smaller than
the threshold, then we will register movement of the eye. We have set the default
threshold value of 0.25.
 The number of consecutive frames: We have set the value to 4, where it refers to
four consecutive frames with the eye aspect ratio is less than the threshold.
4. Compute the Euclidean distances for vertical eye landmarks are (P2, P6), (P3, P5)
and horizontal eye landmark is (P1, P4). See figure 4.2 for details.
5. Compute the eye aspect ratio (EAR) for each eye.
6. Compute the eye aspect ratio together for both eyes through the following equation:
EAR = (the eye aspect ratio for left eye + the eye aspect ratio for right eye) / 2.0.
7. We check to know if the eye aspect ratio is less than the threshold value. In this case,
we increased the number of executive frames. Otherwise, the eye aspect ratio is
greater than the threshold value. In this case, we check to know if a sufficient number
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of consecutive frames contained an eye movement is less than the threshold which
previously identified. This means, check to know if the frame counter is greater than
or equal to the number of consecutive frames pre-defined with four frames. In this
case, we record a movement of the eye. As a result, we verified the user's face as real
and not a photo. Figure 4.13 shows the step of the distinction between the user's real
face (image) and the user's photo.

Figure (4.13): The step of the distinction between the user's real face (image) and the user's
photo.
4.2.4 The Extraction of The Basic Measurements of The User's Face
After the face detection step on the real-time camera and check that the specified face
is real we will be extracting unique facial features to be used to recognize the face of the user
and then perform the authentication process. The fourth step of face recognition technique is
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the extraction of facial features, these features are 128 basic facial measurements so that each
user who uses this technique has 128 unique face measurements that distinguish him from the
faces of other users. In this technique, we extracted 128 basic measurements of the face such
as the width of the forehead, the distance between the eyes, the width of the chin and the
length of the nose using the OpenFace [96, 97] and dlib [84] library. This library was
supported by the National Science Foundation (NSF), Google, NVIDIA and Intel
Corporation. The OpenFace and dlib library contain the deep neural network algorithm is one
of the deep learning algorithms where a set of measurements that describe the face are
extracted. These measurements are based on the idea of extracting feature to recognize the
face. The deep neural network algorithm was trained on Labeled Faces in the Wild (LFW)
dataset. The LFW [94, 95] is a dataset contains 13,000 images of faces that have been
selected from the web designed to study the challenges and problems of face recognition
algorithms. This LFW dataset includes several problems and challenges, so it has published
more than 50 research papers and algorithm to overcome the challenges and problems such as
the Deep Neural Network (DNN). The extraction of the basic measurements of the user's face
was implemented as follows:
1. Input frames, where the face is predefined based on the previous step is face detection.
2. Implementation of the facial landmarks algorithm discussed in the previous steps. We
use this algorithm to maintain one direction for the specified face because of the
appearance of the face in different directions after the face detection step in real time
and make the extraction of the 128 basic measurements of the face more accurate. The
facial landmarks algorithm represents the locations of the basic facial features, as
mentioned earlier, through which we identified the location of the mouth and eyes.
Now, we use the Affine Transformation [98] function with the OpenCV library to
perform the basic transformations of the image such as the rotation, warp and scale
that makes the eyes and mouth appear in the same location almost on every frame.
3. Call a deep neural network that is executed on the input frame after the
implementation of the facial landmarks algorithm and Affine Transformation to
extract a 128 basic measurements of the face.
After we got 128 measurements of the user's face, the extracted measurements are
encrypted by using the base64 algorithm that is then stored in the database on server. Base64
algorithm is designed to convert any binary data into a stream of printable text. Base64
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algorithm [99, 100] converts data to binary, then divides it into three bytes. The byte consists
of eight bits, so the total is 24 bits. These three bytes are divided into four sets so that each set
consists of 6 bits, and then the four sets (24 bits) are converted into four readable and
printable characters from the ASCII standard. We used the base64 algorithm to encrypt
because the extracted measurements are a numpy array, this numpy array cannot be stored in
the database because the server does not deal with the numpy array. Therefore, we used the
base64 algorithm because its encoding is represented by ASCII, UTF8, for example a-z, A-Z
and 0-9.
4.2.5 Comparing the basic 128 measurements for the user's face
We compare the measurements stored in the database with user face measurements
that we will obtain at each login. At this step, we get the face 128 measurements of the user
who logged in and compare them with the stored in the database after decrypting it, using the
Euclidean distance. The OpenFace contains a function called the "face distance" that
calculates the distance between 128 measurements of the user's face and 128 measurements
stored in the database so that OpenFace determines value called tolerance for use in the
comparison process. The value was determined by training it on millions of images containing
faces with a value of 0.6. The reason to determine the value by the OpenFace is to be a
comparison between facial measurements more accurate. Our model receives frames, which
were sent by the user camera and then operates the face recognition technique to be
implemented on the frame, then extract the basic 128 measurements of the user's face, then
decrypt 128 measurements stored in the database, then calculates the distance between 128
measurements of the user's face and 128 measurements stored in the database. If the distance
between 128 measurements of the user's face and 128 measurements stored in the database is
less than or equal to 0.6, the face recognition technique done and the user is granted a session.
The user's facial features in every login attempt are variable and not fixed, for example, the
user laughs and yawns. Thus, different measurements are extracted with a small percentage in
every logon attempt for the same user. These different measurements of the same person
affect the comparison result when compared with the stored in the database. To overcome this
effect, the tolerance value was determined. Hence, the tolerance value is the permissible limit
or limits of variation without significantly affecting functioning of technique. We used the
tolerance value in our model because the features of the human face are changing during
capturing frames.
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4.3 Serial Number of the user's device
In this section, we present and explain the second technique of the model is Serial
Number. The serial number is a unique number that is not repeated, it consists of a set of
numbers and custom characters constructed by the manufacturer of the device. For example, I
have a HP type laptop that has its own serial number, it is determined by HP company. Figure
4.14 [101] shows the serial number of HP type laptop. We used the serial number of the user's
device such as a laptop or mobile or PC through which he login to the site or system as a
factor of authentication. This means that the serial number is something owned by the user
like the smart card through which the authentication process is performed. We used the serial
number for authentication process for the following reasons [102, 103]:
i.

The serial number is unique (not repeated).

ii.

The serial number is impossible to change.

iii.

The serial number of the user's device is similar to identity.

iv.

Easy to handle and get a serial number.

Figure (4.14): The serial number of laptop device [101].
In this technique, we implemented an authentication process by the serial number of
the user's device as a second authentication factor after authentication by password as the first
authentication factor. Thus, we used two authentication factors in this technique:
i. Something you know is the password.
ii. Something you have is a serial number for any device.
As mentioned in the previous technique, the first factor is the password so that each
user has his own password. We encrypted the password with SHA 256 algorithm [104] is one
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of Hash Function algorithms and the output of the encryption is a hash stored in the database.
To apply Serial Number technique as a second factor, we use the following methodology
steps as presented in Figure 4.15:
1. Get the serial number of the user's device.
2. Comparing the serial number of the user's device.

Figure (4.15): Steps of Serial Number Technique.
4.3.1 Get the serial number of the user's device
In this step, we get the serial number of the device that the user always uses to login to
the social networking site or system. As known, the serial number is obtained by using the
operating system commands (cmd) that is running on the device such as Windows and Mac
OS. Therefore, the serial number is obtained with this technique through the design of a
function called "client-side application" containing the serial number command line of the
operating system that is running on the device. The function contains three types of
commands for three types of operating systems:
i. Windows: the command line of windows is "wmic bios get serialnumber".
ii. Linux: the command line of Linux is "sudo dmidecode -t system | grep Serial".
iii. Max OS: the command line of Max OS is "ioreg -l | grep IOPlatformSerialNumber".
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The function performs two operations: The first, determine the type of operating
system on the user's device. The second, get the serial number by running the command line
related to the operating system type for this device. The serial number obtained by the
function is stored in a database to be used for user authentication.
4.3.2 Comparing the serial number of the user's device
We compare the serial number stored in the database with the user's device serial
number that we will obtain at each login for the user. In this step, we compare each character
or digit of the user's device serial number with each character or digit of the serial number
stored in the database. See figure 4.16 for details.

Figure (4.16): Comparing the serial number.

4.4 Summary
In this chapter, we presented the methodology used in our research. We described our
user authentication strategy which we followed to achieve our goal with more detail. Also, we
described the face recognition technique steps and serial number technique steps, the used
algorithms and how to perform them. The next chapter will be about the results of our
experiments using our model and the described methodology.
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Chapter 5
Experimental Results and Discussion
In this chapter, the experimental results of the proposed user authentication model are
presented and discussed. It introduces the hardware environment and the used tools used in
our research. The performance measurements for authentication model through time and
precision are presented.

5.1 Experiments Setup
This section describes the experiments environment and tools used to measure the
performance of the user authentication model, which consists of two techniques, face
recognition technique and serial number technique.
The experiments were conducted on Laptop with Intel(R) Core (TM) i5-6200U CPU
@ 2.40GHz processor and with 2-GB RAM 4.0GB RAM. To implement and simulate our
model, special programs and tools were used, such as:


Frappé Program: Frappé is a framework for web applications that developers use to
create web applications. We used the Frappé framework to design and Simulate the
proposed model [117].



Python: Python is an open source programming language that is classified as a highlevel programming language, uses Object Oriented Programming (OOP). Python is
widely used in many areas, such as building standalone programs using known
graphical interfaces, and running web programs, as well as being used as a language to
control the performance of some of the most known programs. Python is a
programming language that was used with the Frappé framework to program the our
model [118].



MariaDB Server: The MariaDB was used to create the database for the proposed model
on a server so that a database is created for each technique. The database through which
we get the results of the experiments of each technique using SQL queries [119].



WebSockets: a WebSockets is a protocol used to transmit two-way data between the
client and the server, thus allowing the creation of a two-way communication channel
between the client and the server so that either side can transfer data to the other.
Exchange of data between the client and the server occurs when the experiments are
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carried out to obtain the results of the proposed form because we have created our
model database on the server. Therefore, we need to WebSockets protocol to implement
it [120].


HTML5: HTML5 is Hypertext Markup Language that describes web pages. We use the
HTML5 to create web pages (interfaces) so we can simulate the sites or systems that we
will develop using the proposed model [121].



CSS: CSS is a language style for web pages that are concerned in the form of sites with
colors, fonts, buttons, and backgrounds. We use the CSS to style the web pages for our
model [122].



Web server: To simulate the sites or systems that we will develop using the proposed
model [123].

5.2 Experiment Cases and Results
In this section, we apply the authentication model, which consists of face recognition
technique and serial number technique, with review the results of each technique. The
authentication model is applied and the results are displayed through the user use or
implementation of this model. An account (profile) is created for the user to simulate the user
accounts (profiles) on the social networking sites or systems so that the user operates or
chooses the technique through his account on the site or system. We use one of the user
accounts created to test/experience the model and display two results:
1. Results of user authentication using face recognition.
2. Results of user authentication using Serial number.
5.2.1 Experiments and results of face recognition
We discuss the result of the Face recognition technique, and display the results of each
step in this technique as follows:
1. The results when the user activates the technique and the extraction of 128
measurements characteristic for user's face and stored in the database for use in the
process of authentication later.
2. The login results for the site or system performed by the user and display the
comparison results.
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To

implement

the

technique

we

create

an

account

with

a

username

"habash@gmail.com" and password "123" so that the user login by this account. The
username and password are verified by comparing them with a database stored on the server.
If there is a match between the stored password and the entered password, the model grants a
session for the user. The password is hashed with the SHA256 algorithm to produce the hash
output, where the comparison process is done through the hash. Figure 5.1 shows the user's
login with a username "habash@gmail.com" and password "123".

Figure (5.1): The login interface.
After login to the account, the user activates the face recognition technique to use in
the authentication process at every login to the account. The face recognition technique is
activated through the account settings on the user profile. Figure 5.2 shows the user's profile
and how to access account settings.
The model moves the user to the account settings interface so that it shows the
techniques to the user as a list.
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Figure (5.2): The user profile.
Figure 5.3 shows the account settings for the user. The user activates the technique that will
use by putting a correct mark on the checkbox.

Figure (5.3): The account settings.

53

Figure 5.4 shows the activation of face recognition technique, which is highlighted by the red
rectangle. Based on the former discussion, we note that the design of the model is
distinguished by ease and smooth use for the user.

Figure (5.4): Shows how to activate facial recognition technique.
After activating the technique, the user clicks the capture face data button (Figure 5.4),
the camera automatically opens. Video camera in real-time is a set of frames (or images) that
the camera can capture per second. The current industry standard for video is 30 frames per
second (fps).
Our proposed model receives these frames, which were sent by the user camera and
then operates the face recognition technique to be implemented on the

frame. As we

mentioned in Chapter 4, the face recognition technique consists of several steps; these three
steps are implemented on the received frame are as follows:
The first step: is the detection of the face by applying the Histogram of Oriented Gradients
(HOG) and Support vector machine (SVM) algorithms to determine the user's face in the
frame so that it is determined by putting a blue square on the user's face. Figure 5.5 shows the
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blue square on the face of the user, which means performing a face detection step.

The second step: is the implementation of the Facial landmarks algorithm to be used to
extract the basic 128 measurements of the user's face as shown in Figure 5.5.
The third step: is extracted the basic 128 measurements of the user's face by the Deep Neural
Network algorithm.
We extracted the basic measurements of the user's face who logged in and activated
the technique is "habash@gmail.com". This technique is designed to put the word "unknown"
inside the blue square that specifies the user's face to indicate that the extraction of
measurements has not yet ended and the technique still receives frames as shown in Figure
5.5.
The face recognition technique that produces a matrix consist of basic 128
measurements of the user's face such as the width of the forehead, the distance between the
eyes.
Figure 5.6 shows the 128 measurements of the face for the user "habash@gmail.com"
before decrypting and storing them in the database. These measurements are encrypted using
the base64 algorithm and then stored in a database on the server as shown in Figure 5.7.
When finish extracting the measurements, the our model shows a message to the user
informing him of successfully extracting the measurements as shown in Figure 5.8. In other
words, this message indicates that the face recognition technique has been fully implemented
and the measurements were stored in the database. Finally, the user clicks on the save button
to save the account settings that include activation the face recognition technique and what it
results in.
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Figure (5.5): The face detection step.

Figure (5.6): The128 basic measurements of the user's face before encryption.
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Figure (5.7): The 128 basic measurements of user "habash@gmail.com" in the database.

Figure (5.8): The message indicates that the data was successfully extracted and stored.
In case the appearance of more than one person in front of the camera, which means
the appearance of more than one face on a video camera in real-time. The model in this case
operates face recognition technique, and then the face recognition technique implements the
first step is face detection. This means that the faces of the person were identified by placing a
blue square on each face only; steps 2 and 3 of the technique are not implemented. This
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includes face landmarks algorithm and extraction the basic 128 measurements of the user's
face as shown in Figure 5.9. Thus, our model gives the user a message to inform him of the
presence of more than one face. Figure 5.9 shows the message that indicates there are more
than one face in the video camera.

Figure (5.9): Many faces detected.
In the former discussion and at this stage, the activation of the technique is completed
and the extraction of basic128 measurements is stored in the database.
As it is mentioned in chapter 4, face recognition technique is the second factor of the
authentication process. The first factor of the authentication process is the password. This
means that our model verifies the user by two factors: password and face recognition. We log
in with the account that is active the face recognition technique.
The model requests the user to enter the password as the first factor for user
authentication, and then encrypts the password entered by the user using the SHA256
algorithm to produce hash, and then compares them with the stored password the database.
Our proposed model checks if the hash matches to the stored hash in the database. If
the match is correct, the user passes from the first factor of authentication.
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Figure 5.10 shows the username and password encrypted using SHA256 algorithm and
also shows the hash that is used to compare with hash resulting from each login process for
the user. Automatically after the user bypass the first factor of authentication, the model
requests the authentication from the user using the face recognition technique. The camera is
automatically opened and the model implements the face recognition technique on the
received frames from the camera.

Figure (5.10): The password stored in the user database on the server.
As it is mentioned in chapter 4, the face recognition technique is accomplished by
applying five steps on the received frames, the steps are as follows:
The first step is the detection of the face by applying the Histogram of Oriented
Gradients (HOG) and Support vector machine (SVM) algorithms to determine the user's face
in the frame.
The second step is the implementation of the Facial landmarks algorithm to be used to
extract the basic 128 measurements of the user's face and the distinction between the user's
real face (image) and the user's photo. The algorithm displays the basic facial features include
eyes, eyebrows, nose, mouth and jaw line so that the result of this algorithm is determined by
putting green lines on eyes, eyebrows, nose, mouth and jaw line of the user's face as shown in
Figure 5.11.
The third step is a distinction between the user's real face (image) and the user's
photo. In this step, the face technique records the movement of the eye (blink) through a
counter that calculates how much the user will blink.
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When the technique records at least one the movement of the eye (blink) automatically
the fourth and fifth steps of the technique are executed because the technique has
distinguished between the real face of the user and the photo of the user.
Figure 5.11 shows the number of eye movements (blinks) that displayed on the top left
of the camera screen in blue color and also indicates that the blinks counter is equal to zero,
this means that the extraction of the basic measurements and the comparison steps not
executed. Thus, the model prevents user to login because the second factor of the
authentication process failed. In the Figure 5.11, we see the word "unknown" inside the blue
square indicating that extraction of the basic measurements and the comparison steps were not
implemented because the technique did not record eye movement (Blink) for the user.
Figure 5.12 shows a change in the eye movement counter, which means occurrence
the movement of the eye, thus recording the movement of the eye through changing the blinks
counter value from 0 to 1. In this step, the system makes sure that the front of the camera is
not a photo of the user, but the user's real face, then automatically implements extraction of
the basic measurements and the comparison steps of the technique. In the Figure 5.12, we see
that the word "unknown" changed to "habash@gmail.com" is the username who logged in
due to recording the movement of the eye and changing the blinks counter from 0 to 1. This
means that the step of extracting the basic measurements was executed, and then the step of
comparison with the measurements stored in the database was executed. Thus, the user was
identified and the username "habash@gmail.com" was written inside the blue square.
The fourth step is extraction the basic 128 measurements of the user's face by the
Deep Neural Network algorithm. In this step, we extract the basic measurements of the user's
face who logged in and activated the technique is "habash@gmail.com".
The fifth step is comparing the basic 128 measurements stored in the database with
128 measurements of the user's face that we obtain at the fourth step. The technique extracts
128 measurements of the user from the user database, then decrypts these 128 measurements
to compare them with the measurements obtained from the user who logged in. The technique
checks if the 128 measurements of a user's face match to 128 measurements of a user's face
stored in the database. If the match is correct, the user bypasses the second factor of
authentication.
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Figure 5.13 shows the user's bypass the two factors of authentication and completion
of the login. Figure 5.14 shows the measurements encrypted in the database for
"habash@gmail.com" user using the base64 algorithm. Figure 5.15 shows the database for
user "habash@gmail.com" that contains the username, password, and the basic 128
measurements.

Figure (5.11): The eye movement counter (Blinks) is 0.

Figure (5.12): The eye movement counter (Blinks) is 1.
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Figure (5.13): The user profile interface.

Figure (5.14): The basic 128 measurements of the user in the database.
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Figure (5.15): The user database.
In the case of someone is trying to appear in front of the camera instead of the user
who signed in. Our model implements all the steps of the face recognition technique so that
extracting the 128 measurements of the user's face who is in front of the camera, and then
compare them with the 128 measurements of the user's face "habash@gmail.com" stored in
the database after decrypting it. In this case, the result of the comparison is not correct which
means that the basic 128 measurements of the face for user "habash@gmail.com" that stored
in the database

and the other person are different. Thus, the technique puts the word

"unknown" inside the blue square to indicate the failure of the second authentication factor is
face recognition as shown in Figure 5.16.
Figure 5.17 shows the database that contains the basic 128 measurements of the face
for more than user. Note that the encoded measurements for users are different from each
other which means that these measurements are unique to each user.
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Figure (5.16): The Face Recognition failure.

Figure (5.17): The basic 128 measurements of the face in database.
5.2.2 Experiments and results of serial number
We apply and discuss the second technique model; the serial number results are displayed and
discussed for each step. The technique is examined based on the following:
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1. When the user activates the technique and the extraction of the serial number for the
user's device and stored in the database for use in the process of authentication later.
2. The login results for the site or system performed by the user and display the
comparison results.
To implement this technique we use the same account that was used in the former
section username "habash@gmail.com" and password "123" to login. The username and
password are authenticated by comparing the entered value with the corresponding value in
the database kept on the server. If there is a match between the passwords, the model grants a
session for the user. The password is hashed by the SHA256 algorithm to produce the hash.
The comparison process is done among the hashed values. Figure 5.18 shows each user and
his hashed password by the SHA256 algorithm in the kept database.

Figure (5.18): The user database.
After completing the login to the account, the user activates the serial number
technique to be used in the authentication process for every login to the account.
The steps to activate the serial number technique by the user are similar to facial
recognition technique. The activation process is achieved through account settings (see
section 5.2.1). Figure 5.19 shows the activation of serial number technique, which is indicated
by blue lines.
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After activating the technique, the user clicks the get serial number button (see Figure
5.20). The model operates the serial number technique that contains "client side application"
function. The technique implements a function on the user's device which is used by the user
to login to the site or the system. This function determines the operating system of the user's
device, then obtains the serial number as mentioned in the previous chapter. Finally, the serial
number of the user's device is stored in the database on the server. Figure 5.20 shows the
serial number of the user's device "habash@gmail.com" obtained by the technique and we
displayed it in a text field for clarification. Figure 5.21 shows the database for the serial
number of the user's device obtained by the serial number technique.

Figure (5.19): Shows how to activate serial number technique.
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Figure (5.20): Get serial number step.

Figure (5.21): The serial number stored in a database on the server.
In the former discussion of the section, the activation of the technique is completed
and the serial number is obtained and then stored in the database.
Below, we display and discuss the login results after the technique is activated. As it
is mentioned in chapter 4, the serial number technique is the second factor of the
authentication process and the first factor of the authentication process is the password. This
means that our model verifies the user by two factors: password and serial number. We login
with the same account as in the face recognition technique.
The model requests the user to enter the password as the first factor for user
authentication, and then apply SHA256 on the entered password to produce the hashed
password, and then compares them with the stored value in the database. The proposed model
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checks If the produced hash matches to the stored hash in the database. If the match is correct,
the user passes from the first factor of authentication, otherwise, the user will not be able to
move to the next step.
Automatically after the user bypass the first factor of authentication, the model
requests the authentication using the serial number technique from the user. The model
implements the serial number technique on the user's device.
As mentioned in chapter 4 the serial number technique consists of two steps are: Get
the serial number and Comparing the serial number of the user's device.
The first step is getting the serial number of the user's device. In this step, we extract
the serial number of the user's device who logged in and activated the technique is
"habash@gmail.com".
The second step is comparing the serial number stored in the database with the serial
number of a user's device that obtain at the first step. The technique obtains the serial number
of the user from the user database, then checks if the serial number of the user's device
matches to the serial number of a user's device stored in the database. If the match is correct,
the user bypasses the second factor of authentication; Figure 5.22 shows the user's bypass the
two factors of authentication and completion of the login, and also gives the message
"successfully serial are equaled" to inform the user that the comparison process successful.
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Figure (5.22): Serial number technique successfully.
In the following discussion, we conduct experiments on several cases when using the
serial number technique, the results of each case is displayed and discussed.
The first case, we create an account with a username "administrator" which activates
the serial number technique. If the user "administrator" logs in the site or site using the user's
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device "habash" knowing that the user "habash" has activated the technique. The results of
this case, the user "administrator" bypassed the first factor of authentication is the password,
assuming that the password entered is correct. The user "administrator" failed to bypass the
second factor of authentication (serial number); this is because the administrator used a
different device which is not similar to the user device; thus the device serial number is
different and the administrator will not be able to continue. For example, the serial number of
the user's device "administrator" is "FGZX46MI" and the serial number of the user's device
"habash" is "MP17X6VY" as shown in Figure 5.21, and the technique obtains the serial
number of the user device "habash" and compares it with the serial number of the user
"administrator" stored in the database. Therefore, the result of the comparison is not identical
and our model gives the user "administrator" a message to inform him "the serial number is
not equal" as shown in Figure 5.23.

Figure (5.23): The message indicates that the serial number is not equal.
The second case, If the user "habash" logsin using another device such as laptop
instead of the device through which he activated the serial number technique. In the previous
sentence, "instead of the device through which he activated the serial number technique"
means that the user wants when activate the serial number technique to have the serial number
of this device is the only one through which it can log on to the site or system. The results of
this case, the user "habash" bypassed the first factor of authentication is the password,
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assuming that the password entered is correct. The user "habash" failed bypass the second
factor of authentication is the serial number because the serial number obtained by the
technique is different from the serial number of the user's device "habash" stored in the user
database "habash". In other words, the user doesn't activate the technique on the serial number
of the device "laptop" obtained by the technique and also not found in the database.
Therefore, our model gives the user "habash" a message to inform him "not allowed to access
from this serial number as shown in Figure 5.24.

Figure (5.24): The message indicates that the user not allowed to
access from this serial number.
The third case, sometimes the user's device through which he activated the serial
number technique is exposed to damage or theft. Thus, the user cannot log in to the site or
system because the user loses the serial number that used as a second factor for authentication
as a result of damage or theft of the device. In other words, the user cannot log in to the
system or the site, except through the serial number of the device through which he activated
the technique. We solved this case by Obligation/Forcing the user to add more than a serial
number (3 devices), which means logging in by more than one device to the site or system.
Three serial numbers are associated with the user account in the database which means that no
one can access the account except using devices that carry these serial numbers. Therefore, if
the device is damaged or stolen, it logged on by using the serial number of another device and
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deleting the serial number of the device that was stolen or damaged. Our model gives the user
the right to choose the techniques which means the user can activate the serial number
technique or activate the face recognition technique or activate both.

5.3 Model Performance Measurement
In this section, we measure the performance of a model that contains two techniques
for user authentication through two criteria. First criterion, the execution or elapsed time (time
complexity) of the authentication model. Second criterion, the precision of authentication
model. Table 5.1 shows the results of two criteria of Face Recognition technique and Serial
Number technique. We present results measuring the performance of each technique
separately.
5.3.1 Performance of Face Recognition Technique
We measure the performance of face recognition technique through two criteria. The
first criterion, the execution time of authenticating the user. We measure the time between the
opening of the user's camera and granting the user access to the site or system. We measure
execution time for the technique between the first step is face detection and the fifth step is
the comparison of measurements to grant the user access to the account, which means the
time from the beginning of the first step to the end of the fifth step. The execution time of the
face recognition technique approximately 2.1-3.4 seconds depending on experience by more
than one user. The execution time value is calculated through subtracting the beginning of
time with the end of time as shown in Figure 5.24. The second criterion, precision of
authenticating the user. The face recognition technique extracting the basic 128 measurements
of the user's face based on the approach designed by Google researchers [97] and also that
used by OpenFace. This approach was trained on millions of images to obtain the best
extraction of measurements from the face so that more than a different image of the face of
the same person give the same measurements. Also the measurements extracted in this
technique are unique to each user so that each user has 128 measurements are not identical
with another user. For example, See Figure 5.25 and Figure 5.26 Compare each measurement
to the user "Habash" with the measurement corresponding to the user "madi", we conclude
that the user "Habash" has measurements has different from the user "madi". Also the
comparison phase of this technique is based on the Open Face comparison method, which has
a precision of 99.63%. Therefore, precision of user authentication in this technique is very
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high and accurate.

Figure (5.25): Execution time of Face Recognition.

Figure (5.26): The basic 128 measurements of the user's face "habash".
73

Figure (5.27): The basic 128 measurements of the user's face "Madi".
5.3.2 Performance of Serial Number Technique
We measure the performance of serial number technique through two criteria. The first
criterion, the execution time of authenticating the user. We measure execution time for the
technique between the first step is getting the serial number of the user's device and the
second step is the comparison of the serial number with stored in the database to grant the
user access to the account, which means the time from the beginning of the first step to the
end of the second step. The execution time of the serial number technique approximately 1.02.5 seconds depending on experience by more than one user. The execution time value is
calculated through subtracting the beginning of time with the end of time as shown in Figure
5.25. The second criterion, precision of authenticating the user. The serial number technique
gets the serial number of any operating system installed to the device such as Windows, Linux
and OS, and also the comparison step with the serial number stored in the database is done by
comparing a character or a digit with a character or a digit, which has a precision of 100%.
Therefore, precision of user authentication in this technique is very high and accurate.

Figure (5.28): Execution time of Serial Number.
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Model Techniques criteria

Face Recognition Technique

Serial Number Technique

2.1-3.4 Seconds

1.0-2.5 Seconds

99.63%

100%

Execution time
Precision

Table (5.1): Results measuring the performance of each technique.

5.4 Summary
In this chapter, we presented and analyzed the experimented results. In addition, we
explained the experimental environment, and the tools used in our thesis. Also, we presented
the experimental results of the authentication model and its performance through criterion
time and precision. Furthermore, we presented the performance of the authentication model
by the experimented set of users. Overall, results indicated that our authentication model
improves the level of security of user accounts on social media significantly and achieved the
best precision with less execution time.
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6 Chapter 6
Conclusion and Future Work

Chapter 6
Conclusion and Future Work
In this thesis, we discuss the subject of user authentication across the social network
and different information systems, which is the biggest challenge facing users on the social
network and information systems. Therefore, we propose a model to reduce fraud, plagiarism
and steal user accounts, where the need is very necessary to have a solution to reduce and
prevent such fraud, plagiarism and steal by supporting the process of authentication by nontraditional ways.
We propose a model consist of two methods to complete the process of authentication
with high efficiency and accuracy. The first technique depends on one of the biometric
characteristics of the user, it is completely dependent on the user's face so that we extract
unique 128 measurements of each person's face tries to log in the social network or system for
use in user authentication. We use specific algorithms such as HOG and SVM algorithms to
detect the face while opening the camera in real time, and Facial landmarks and Deep Neural
Network algorithms to calculate unique 128 measurements of the face.
The proposed face recognition technique distinguishes whether the frame taken from a
real person's face or a fixed photo in front of the camera by movement of the eye called blink.
The second method is to use a unique number that exists in each user machine called serial
number so it is impossible to own more than device the same serial number. We used the
serial number of the user's device to authenticate the user and restrict access to the user's
account expect using this device that he owns.
We experimented a model using a group of users. The experiment is performed on a
website of our design that simulates systems or social networking sites like Facebook and
Twitter so that the two techniques are activated by several users and use it in the
authentication process. The experimental results on the performance indicate that the
authentication model has very good properties in terms of precision and time complexity for
each technique. With these techniques, we have enhanced the authentication process and we
have increased the security level for user accounts away from traditional authentication
methods that prone to hacking and attacks.
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There are several directions for improvement and future investigation. Our work can
be extended to cover the use of other biometric features of the human to authenticate the user,
such as fingerprint and voice so that provide all user requirements because sometimes the user
has a device without a camera or damage to the camera. Moreover, we will apply this
authentication model on various domains such as e-commerce, corporation systems,
university systems, banks, among others to authenticate their users.
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