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ABSTRACT In order to realize a variety of intelligent applications, a large number of devices need to collect
and transmit potentially large amounts of data through the Internet of Things. However, with the explosive
growth of communication devices, spectrum resources are becoming more and more scarce, which in turn
makes it impossible to send information in time. Cognitive radio technology is an effective way to resolve
spectrum allocation shortages, while the spatiotemporal uncertainty of spectrum has a great influence on
the secondary user (SU)’s throughput. In this paper, we investigate the network coding scheme in cognitive
radio networks under multiple primary and SU relationships, including non-collaboration, collaboration,
and lease. Moreover, we propose a hybrid network coding scheme to improve the utilization efficiency of
idle spectrum. In particular, the successful transmission rate and the packet loss rate can be increased and
decreased through redundant coding, respectively. The simulation results show that our proposed scheme
can achieve a better performance in terms of both delay and throughput than the existing mechanisms.
INDEX TERMS Network coding, cognitive radio network, redundant network coding, multiple secondary
users.

I. INTRODUCTION

In the next few decades, plenty of smart space such as smart
cities, smart homes and smart transportation will come into
existence. Such smart space will require large numbers of
devices connected to the Internet. Yet the stable communication services of these devices rely heavily on spectrum
resources, thereby requiring sufficient spectrum resources to
send large amounts of data [1]. At present, the available radio
frequency spectrum has been largely allocated, and most are
licensed bands. However, precious spectrum resources have
not been effectively utilized, and some licensed bands are
more idle in time and space domains [2]–[4]. In addition,
the unlicensed spectrum is only a small part of the existing
spectrum allocation scheme. Since new services and new
users can only use less unlicensed spectrum, the spectrum
utilization is becoming more saturated.
In order to improve the low spectrum utilization effectively of licensed frequency bands to carry the new business
requirements, cognitive radio (CR) technology came into
being. The CR technology illustrates that the transmission
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parameters of a radio can be changed by interacting with
the actual environment [5], [6]. The cognitive radio network (CRN) includes licensed users (primary users) and unlicensed users (secondary users), and the primary user (PU) has
the right to use the licensed band. Secondary user (SU) can
sense and access the licensed band of PU without affecting
its communication quality. The design and the implementation of IoT can actively adapt to the needs of devices
by incorporating various information and communication
technologies [7]–[9]. Therefore, integrating cognitive radio
technology into IoT can solve the spectrum shortage problem perfectly. Since the PU has a higher frequency spectrum usage priority, the SU must exit the frequency band or
reduce its transmit power whenever the PU appears to reduce
interference with the PU. Consequently, the spatiotemporal
uncertainty of spectrum has a great influence on the SU’s
sensing in a continuous channel, frequent channel switching
and resource coordination among different SUs [10]–[12].
It is more necessary to solve the conflict between PUs and
SUs in the CRN with multiple SUs to provide reliable and
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stable communication for IoT. In general, we can reduce the
transmission time of SUs, or improve the spectrum sensing
accuracy of SUs to reduce the conflict problem. However,
the PU’s appearance is random, which requires higher accuracy of the spectrum sensing algorithm, and the throughput
of SUs will also be significantly affected [13]–[15].
Network coding is an emerging information transmission
technology that improves overall system performance by
increasing the amount of information transmitted over a single transmission. It can send more information by reducing
the packet retransmission times, thereby the available bandwidth can be saved. Its significant advantages have been
applied to the important aspects of network research, such
as ensuring the reliability and security of data transmission, and improving the utilization efficiency of network
resources [16]–[18]. Since the activity of PU has a great
influence on the access time of SU, applying network coding
technology to CRN can effectively increase the utilization of
available spectrum by reducing the transmission time of SUs.
A random network coding (RNC)-based approach is proposed for cognitive radio ad hoc networks in [19]. The packet
transmissions can be decreased significantly by exploiting
the maximum packet reception gain of SUs. Reference [20]
presented a new approach using multilayer coding (MLC)
strategy to enhance spectrum sharing over fading channels.
Apart from the existing studies, we proposed a network
coding scheme in CRN with multiple SUs for improving spectrum utilization under different channel availability scenarios, including non-cooperative and cooperative
primary-secondary transmission. We make the following key
contributions:
• We propose a hybrid network coding scheme for different channel availability scenarios according to the compositional structure of network coding and the access
model of channels.
• We combine the redundant technology with network
coding. The proposed redundancy-based network coding algorithm can reduce the impact of channel loss
and collision between PU and SU, thereby improving
transmission accuracy to enable smart devices to make
more precise decisions.
• We conduct simulations to evaluate the performance of
the proposed hybrid network coding scheme. Results
show that the number of data retransmissions can be
reduced, and the throughput can be improved.
The remainder of this paper is organized as follows: In
section II, we describe the system model of network coding based CRN. In section III, the hybrid network coding
scheme is presented, and the simulation results are given in
Section IV, followed by the conclusion in section V.
II. THE NETWORK CODING BASED CRN MODEL

In this paper, we will consider a multi-SU CRN with one
pair of PU and multiple pairs of SU, as depicted in Figure 1,
the traffic of each channel is modeled as a two-state continuous time Markov process: the spectrum is occupied by
VOLUME 6, 2018

FIGURE 1. A scenario of the CRN with multiple SUs.

the PU or the spectrum is not occupied by the PU. Each
SU transmitter and its corresponding SU receiver are within
each other’s transmission range. Therefore, the existence of
a communication between two SUs depends not only on the
distance between them, but also on the time-varying activities
of the PUs [21].
Network coding is the technology that increases the capacity of a multi-cast network by encoding the received information through relay nodes [22], [23]. In the traditional data
transmission technology, the relay node is only responsible
for the storage and forwarding. However, the relay node in
the network coding technology based network will process
the received information in a linear or non-linear algorithm
according to the network coding algorithm, and then transmit encoded information [24]. As illustrated in Figure 2,
the intermediate nodes only store and forward the packets
they received in the traditional network, that is, the packets
after being forwarded are still x1 , x2 , x3 . Meanwhile, after the
intermediate node applies network coding, the packets are
f1 (x1 , x2 , x3 ) and f2 (x1 , x2 , x3 ).

FIGURE 2. The schematic diagram of network coding.

In a cognitive radio network, as long as the SU whose
communication range do not interfere with each other can
simultaneously use the same channel, spectrum reuse can
be realized. Therefore, by exploiting network coding on
SUs that do not interfere with each other, the efficiency
of spectrum reuse will be further improved. In this paper,
we consider applying network coding to CRNs with diverse
PU-SU relationships. As shown in Figure 3, (a) shows the
network coding in a conventional CRN, and (b) illustrates
the non-cooperative PU-SU relationship scenario where SUs
only access idle spectrum. On the contrary, (c) illustrates the
63949

S. Mei et al.: Hybrid Network Coding Scheme in CRNs With Multiple SUs

FIGURE 3. An example of network coding in CRN.

cooperative PU-SU relationship scenario that SUs and PUs
can cooperate to transmit. In the scenario (d), PU leases its
idle spectrum to SUs, thereby this channel can be used by
SUs for the entire period. Obviously, network coding can
improve the utilization of idle spectrum in diverse scenarios.
In the cooperative CRN, i.e. scenario (c), the SU’s throughput
will be further improved as the conflict with PU will be
reduced. In particular, we also considered the scenario where
SUs lease PU’s channel in which SUs can transmit their own
information completely on the entire channel.
III. HYBRID NETWORK CODING SCHEME IN CRN
A. OVERVIEW OF HYBRID NETWORK CODING SCHEME

As showed in Figure 1, we assume that there is a PU and
N SUs around. PU monopolizes a licensed channel, and the
SUs’ transmitters can transmit information to their receivers
when PU doesn’t occupy the channel. We propose a hybrid
network coding (HNC) scheme for cognitive radio networks
with collaboration, non-collaborate and lease three different
PU-SU relationships. Our proposed scheme is mainly divided
into three steps.
1) We confirm whether the current channel can be leased.
If it can be leased, SU can use it directly. Otherwise, it is
further determined whether PU is willing to cooperate
with SU. If PU can cooperate with SU, they can occupy
the channel at the same time, otherwise SU access
channels in the opportunity way.
2) Then SU broadcast data packets, and PUs also need
to broadcast data packets when they participate in the
transmission.
3) SUs transmit the encoding packet when the channel is
available.
The process of HNC scheme in CRN and the algorithm of
network coding are presented in Figure 4 and Algorithm 1,
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respectively. For the network coding in step 3, the SUs
that need to transmit data broadcast their own data packets
and status, and then they add their own IDs to the transmission queue, Transqueue. In addition, some SUs that do
not need to transmit data will also add their own ID to
Transqueue until there are N SUs in Transqueue. According to the transmission queue of the Transqueue, the SUs
perform network coding separately to obtain the encoded
data packets set Q = (S1 , S2 , ..., SN )T . If the cooperative
network coding is used, the PU ID needs to be added to
the transmission queue of the transqueue. The data packets
set that needs to be transmitted in the cooperative network
coding is Q0 = (P, S1 , S2 , ..., SN )T . Assuming that there
are m SUs that need to transmit data, each SU generates
a 1 × m code vector, V , in the non-cooperation or lease
network coding, and the coded data can be represented as
C = V · Q = V · (S1 , S2 , · · · , SN )T . The receiver can
decode after receiving enough irrelevant coded packets. If the
receiver finally receives n coded packets, the decoded data
can be represented as Cr = (Cr1 , Cr2 , · · · , Crn ) = Vr · Q =
Vr · (S1 , S2 , · · · , SN )T . Where the encoding vector, Vr , is


v11
v21

Vr = (Vr1 , Vr2 , · · · , Vrn )T =  .
 ..

v12
v22
..
.

···
···
..
.


v1m
v2m 

.. 
. 

vn1

vn2

···

vnm

Similarly, each SU generates a 1 × (m + 1) code vector, V 0 ,
in the cooperation network coding, and the coded data can be
represented as C = V 0 · Q0 = V 0 · (P, S1 , S2 , · · · , SN )T .
The receiver can decode after receiving enough irrelevant
coded packets. If the receiver finally receives n coded
packets, the decoded data can be represented as Cr =
(Cr1 , Cr2 , · · · , Crn ) = Vr0 · Q0 = Vr · (P, S1 , S2 , · · · , SN )T .
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FIGURE 4. An illustration of the process of HNC scheme.

Where the encoding vector, Vr0 , is

v11

v21

Vr0 = (Vr1 , Vr2 , ..., Vrn )T =  .
 ..

vn1

B. PERFORMANCE ANALYSIS OF THE HNC SCHEME



v12

···

v1(m+1)

v22
..
.

···

vn2

···


v2(m+1) 

.. 
. 

vn(m+1)

..

.

As channel losses and collisions can result in the loss of some
coded packets when the SU transmits coded packets each
time. In our proposed scheme, each SU can encode and send
packets independently, hence these encoded packets are irrelevant. Moreover, in addition to the SU who needs to transmit
data to perform coding, SUs who do not need to transmit data
also add encoding, thus the encoded packets are redundant.
Assuming that each SU transmission success rate is Po , when
rank (Vr ) ≥ m, it can be decoded by Gaussian elimination.
So the success rate of network coding
P in thei non-cooperation
N −i
i
or lease network coding, P, is P = N
,
i=m CN Po (1 − Po )
PN
N −i
i
i
and P =
C
P
−
P
in
the
cooperation
(1
)
o
i=m+1 N o
network coding.
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In order to meet the need of smart space, the IoT not only
needs to provide the better quality of service and quality
of experience, but also needs to provide the lowest possible
access network delay, thus completing the collection and
feedback of information faster. Therefore, we intend to illustrate the spectrum usage performance of our proposed scheme
in terms of delay and throughput.

1) DELAY

We assume that the licensed channel is a loss channel, and the
probability of data loss is ε (0 < ε), and the probability that
PU accesses the channel for a period time is λ (λ < 1), that is,
the probability of collision between SU and PU. According
to the data transmission method, it can be divided into four
cases. Since the decoding delay is small in a single-hop
network, we ignore it.
Case 1: PU is working, and network coding is not being
used.
63951
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Algorithm 1 Hybrid Network Coding Algorithm
Stage1: PU’s status and operation;
if PU leases channel then
lease=1 %PU leases channel;
else
if PU cooperates then
star=1 %Contains PU;
end
end
Stage2: Woking SUs broadcast packets and status with
each other %Broadcast processing in SU i;
m=0;
if star==1 then
PU broadcasts packet;
end
for broadcast slot t=1 to N do
if i.ID=t then
Broadcast a message, which contains its own ID
%Assumption i.ID=i;
m=m+1;
TransQueue[m].ID=i.ID;
else
if receiving a broadcast message, x then
m=m+1;
TransQueue[m].ID=x.ID;
else
Waiting for next broadcast slot;
end
end
end
Stage3: Each user encodes packets and sends the coded
packets to receiver;
for data slot t=1 to N do
if i.ID=TransQueue[t].ID then
Generate a coding vector v randomly;
Encode packets;
Encapsulate the coded data C and coding vector
v shown in fig;
If lease==1|star==1|PU isn’t working Send the
coded packet;
else
Wait for the next data slot;
end
end

Since the arrival time interval of the PU obeys the Poisson
distribution, and the occupation time of the PU obeys the
Binomial distribution [25]. The delay in this case mainly
includes two parts. The first part is the time for broadcasting
status information among SUs, and the second part is the
actual transmission time of one packet. Firstly, the time for
broadcasting status information can be expressed as [26]
Tob = m
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Lc + Ls
;
R

(1)

where m is the number of SUs who need to transmit data, Lc is
the length of this packet for broadcasting, Ls is the gap length
between different data, and R is the data transmission speed.
Secondly, the actual transmission time for one packet is
Lo + Ls
;
(2)
R
where Lo is the length of this packet. Due to the possibility
of transmission failure in data transmission, the actual transmission time for the packet can be represented as
To = m

Tot =

To
;
Pm
c

(3)

where Pm
c is the probability of successful transmission, and
it can be described as Pm
c = (1 − ε)(1 − λ). Consequently,
the delay in Case 1 can be expressed as
D1 = Tob + Tot .

(4)

Case 2: PU is working, and network coding is being used.
The delay in this case is mainly divided into three parts.
The first part is the time of transmitting the data packets of
SUs, Tn s. As broadcasting information can be considered as
a lossless channel, that is Tns = To . The second part is the
time for broadcasting status information between SUs, Tnt .
Lc + Ls
;
(5)
R
where N is the number of SUs, and the third part is the
transmission time of network-encoded packets, Tnt .
Tnb = N

Tn
;
i
i
N −i
i=m CN Pc (1 − Pc )

(6)

Tnt = PN

where Tn is the actual transmission time for the networkencoded packets.
Lo + Lh + Ls
;
(7)
R
where Lh is the header information added for the
network-encoded packets. Consequently, the delay in Case 2
can be expressed as
Tn =

D2 = Tns + Tnb + Tnt = To + Tnb + Tnt .

(8)

Case 3: PU is working and cooperates with SUs, and
network coding is being used.
The delay in this case consists of three parts. The first part
is the time for broadcasting status information between PU
and SUs, Tcs (Tcs = To ), the second part is the time for broadcasting status information between SUs, Tcb (Tcb = Tnb ), and
the third part is the transmission time of network-encoded
packets, Tct .
Tct =

Tn
;
N
i
6i=m+1 CN Pil (1 − Pl )N −i

(9)

where Pl = 1 − ε. Consequently, the delay in Case 3 can be
expressed as
D3 = Tcs + Tcb + Tct = To + Tnb + Tct .

(10)
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FIGURE 5. The effect of different coding scheme on delay under different number of working SUs. (a) Non-cooperative CRN. (b)
Cooperative CRN.

Case 4: SUs lease the channel, and network coding is being
used.
The delay in this case consists of three parts. The first part
is the time for broadcasting data between SUs, Tss (Tss = To ).
The second part is the time for broadcasting status information between SUs, Tsb (Tsb = Tnb ), and the third part is the
transmission time of network-encoded packets, Tst .
Tst =

Tn
N C i Pi
6i=m
N l

(1 − Pl )N −i

;

TABLE 1. Simulation parameters settings.

(11)

Consequently, the delay in Case 4 can be expressed as
D4 = Tss + Tsb + Tst = To + Tnb + Tst .

(12)

2) THROUGHPUT

The throughput of data is the amount of data that is successfully transmitted in unit time. Therefore, it can be described
as
Lo
.
(13)
η=
avg (D)
where avg (D) is the average delay, which is the total transmission time divided by the transmitted data.
IV. NUMERICAL RESULTS

In this section, we will provide numerical results to demonstrate the performance of our proposed HNC scheme
by comparing it with non-network coding (NNC) [27],
non-cooperative network coding (NCNC) [28] and cooperative network coding (CNC) [29] scheme in terms of delay
and throughput. Table 1 shows the parameter setting of the
simulation, and the parameters are valued based on previous
studies on CR networks.
A. EFFECT OF DIFFERENT PARAMETERS ON DELAY IN
HNC SCHEME

Figure 5 shows the effect of different coding scheme on delay
under different number of working SUs. As can be seen from
VOLUME 6, 2018

the Figure 5(a), in the non-cooperative case, when m = 1,
the NNC delay is lower than NCNC and HNC since the NNC
does not need to broadcast packets. With the increase of m,
the SU in NCNC and HNC can superimpose and transmit
data by network coding, thereby reducing the influence of
successful transmission rate, so the delay is lower than that
of the NNC. However, because HNC introduces redundancy,
resulting in a higher successful transmission rate than NCNC,
the HNC delay is low. The effect of redundancy on the
transmission success rate makes the HNC delay lower than
that of the CNC in the cooperative CRN. (See Figure 5(b)).
From Figure 6(a), we can see that with the increase of loss
probability, the delays of NNC, NCNC, and HNC gradually
increase, while the rise speed of NNC is obviously faster than
that of NCNC and HNC since NNC requires multiple retransmissions, the delay increases sharply. Compared with NCNC,
HNC adopts redundant network coding, and the transmission
success rate is less affected by the loss probability, so the
delay is low. Similarly, redundancy can significantly reduce
the transmission delay of the HNC in the cooperative case.
Figure 7 illustrates the effect of different coding scheme
on delay under different channel conflict probability. Obviously, the delay of NNC, NCNC, and HNC gradually increase
as the channel conflict probability increases. Because the
rise of conflict probability will increase the count of data
63953
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FIGURE 6. The effect of different coding scheme on delay under different loss probability. (a) Non-cooperative CRN. (b) Cooperative
CRN.

FIGURE 7. The effect of different coding scheme on delay under different channel conflict probability. (a) Non-cooperative CRN. (b)
Cooperative CRN.

FIGURE 8. The effect of different coding scheme on delay under different number of working SUs. (a) Non-cooperative CRN. (b)
Cooperative CRN.

transmission, the delay increases rapidly. Compared with
NCNC, redundant network coding makes HNC’s successful
transmission rate less affected by the collision probability,
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so the delay is lower. In Figure 7(b), SU can collaborate with PU, the conflict probability has no effect on the
delay. However, because the redundancy reduces the number
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FIGURE 9. The effect of different coding scheme on delay under different loss probability. (a) Non-cooperative CRN. (b)
Cooperative CRN.

FIGURE 10. The effect of different coding scheme on delay under different channel conflict probability. (a) Non-cooperative CRN.
(b) Cooperative CRN.

of retransmissions, the transmission delay of the HNC is
lower.

B. EFFECT OF DIFFERENT PARAMETERS ON
THROUGHPUT IN HNC SCHEME

Figure 8 illustrates the effect of different coding scheme
on throughput under different number of SUs. As showed
in Figure 8(a), the delay of NNC gradually increases with
the increase of m in the non-cooperative case, so the increase
of the transmission data leads to a decrease in the throughput. Network coding enables more data to be transmitted
per unit time, so the throughput increases, and the success
rate of the HNC is higher than that of the NCNC, thus the
HNC throughput is higher. In the case of cooperative case
(See Figure 8(b)), when m is small, the HNC needs to broadcast more synchronization information, resulting in lower
throughput, but when m is large, redundancy can increase the
throughput of HNC.
VOLUME 6, 2018

From Figure 9(a) we can see that as the loss probability
increases, the delay of NNC, NCNC, and HNC increases,
which in turn cause the decrease of throughput. Moreover,
the maximum latency of the HNC delay brings the maximum
throughput. Similar to the non-cooperative case, the delay of
HNC is lower than the CNC in Figure 9(b), so the throughput
of the HNC is higher.
Figure 10 indicates the effect of different coding scheme
on throughput under different channel loss probability. As the
increase in conflict probability will cause an increase in delay,
consequently the throughput of NNC, NCNC, and HNC is
reduced. On the contrary, since the collision probability has
no effect on the delay in the cooperating case, the throughput
remains constant.
V. CONCLUSION

In this paper, we propose a hybrid network coding scheme in
cognitive radio networks to improve the utilization efficiency
of idle spectrum. The proposed scheme can not only be
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applied to non-collaborative, collaborative and leased cognitive radio networks, but also can reduce packet loss rate
and improve transmission performance through redundant
coding, so as to improve the accuracy of transmission of
various wireless communication devices in the IoT, and to
provide better quality of experience and services. Compared
with existing network coding schemes, our proposed HNC
performs better in terms of delay and throughput. Due to the
inevitable leakage of information among devices, our future
work will not only consider how to choose the appropriate
redundancy according to the needs to maximize the transmission performance, but also need to perform trusted detection
on the devices to protect the information security in the IoT.
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