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Abstract: Web services communicates with each other using an
XML-based message, called Simple Object Access Protocol
SOAP message which has all XML document characteristics
including XML security.

The SOAP message has much vulnerability. One of the
vulnerabilities is modifying the SOAP message using
unauthorized access. This case is called XML rewriting attack.
Detecting the XML rewriting to ensure the security of SOAP
requested by inline approach has some limitations and
weaknesses. In this paper, we propose an enhancement of the
inline approach through the element position of SOAP message
elements using a tree-like structure, and implementation were
presented

Keywords: Element Position, Inline Approach, XML Rewriting
Attack, SOAP message..

I. INTRODUCTION

In spite of, the existence of web service specifications WS* (ex.
WS-Security, WS-Policy and etc.), still there are many vulnerable
cases with web service at message level if incorrect usage of this
standard is caused by a human. Regarding the SOAP message used to
communicate the web services together, we observe that SOAP
message as an XML document having all the characteristics of the
XML document. So, many vulnerable cases we can find in XML's
document. One of these cases the XML rewriting which means
injecting the XML document with new elements to modify the
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document. This technique is used to attack the SOAP message
maliciously using unauthorized access identity theft, etc [8]. The
authors of [9] introduce an inline approach for protecting the integrity
of the SOAP message using a structure called SOAPAccount. Later,
they discuss the forging of the SOAPAccount itself [4] presenting a
solution by using Check SOAPAccount module. In [8], the inline
approach is explained and its limitations are demonstrated. Additional
analyze in [11] shows the inline approach weakness. We propose in
this paper how we can enhance the SOAPAccount structure to reduce
vulnerable cases and to detect any XML rewriting attack and
implementation were presented.
1. Definitions
1.1. XML

Extensible Markup Language (XML) is inspired by the Standard
Generalized Markup Language SGML. XML concerns the data
structure and describes the structure of data, not the format of data. It
is presented as a class of data objects called XML documents, and
partially describes the behavior of computer programs which process
them [1].

1.2. SOAP Message

Simple Object Access Protocol (SOAP) is a lightweight protocol
intended for exchanging structured information in a decentralized,
distributed environment. It uses XML technologies to define an
extensible messaging framework, providing a message construct that
can be exchanged over a variety of underlying protocols. The
framework has been designed to be independent of any particular
programming model and other implementation specific semantics [2].

A SOAP message is encoded as an XML document, consisting of an
Envelope, Header, Body and Fault elements. The <Envelope> is the
root element in every SOAP message, and containing two child
elements, an optional <Header> and a mandatory <Body>. The
SOAP <Header> is an optional sub-element of the SOAP envelope,
that can be used to pass application-related information that is to be
processed by SOAP nodes along the message path. The SOAP
<Body> is a mandatory sub-element of the SOAP envelope, which
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contains information intended for the ultimate recipient of the
message. The SOAP <Fault> is a sub-element of the SOAP body,
used for reporting errors. With the exception of the <Fault> element,
which is contained in the <Body> of a SOAP message [3], Figure-1
shows the main elements of a SOAP message. Figure-2 shows sample
of a SOAP message document.

Envelope <Envelope>
<Header>
<Header> <Header01>
<Header> </Header01>
<Header02>
<Header> </Header02>
</Header>
<Body>
sEate .c.lgault>
<Fault> <IF;JIt>
</Body>
</[Envelope>

Figure 1: The elements of a SOAP Figure 2: Sample of a SOAP message
message

1.3 XML Rewriting and Attack - XRaA

SOAP message is an XML-based document. One particular
vulnerable case is that of a XML rewriting attack — XML wrapping
attack — which is a general name for a distinct type of attacks based on
the malicious interception, manipulation, and transmission of SOAP
messages in a network of communication system. Figure-3 shows
SOAP message before attacking, using security and signed elements.
Figure-4 shows how the attacker rewriting SOAP message functions
by copying the old body and passing it into a new header. The signed
element of Id 1 is still valid. Using WS-Security [5], WS-Policy [6]
and other standards correctly on SOAP we can avoid XML rewriting
attacks [7]. However, in practice, incorrect deployment of these
standards specially by human being, is very likely, leading to
significant vulnerable cases [4].
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II. Related work
There are many mechanisms that have been previously proposed in
order to secure WS communications. SOAP Account [4] [9], WS-
Policy [10], WSE Policy Advisor [7] and Formal methods can be used
[8], but these proposals are not sufficient to detect all types of XML
rewriting attack.

<Envelope>
<Header>
<Security>
<BST>....<f»
<Signature>
<Signedinfo=>
<Reference URI=#1></>

</Signedinfo >
</Signature>
</Security>
<SomeTag>

</SomeTag>
</Header>
<Body ld=1>
dB.t.J.c:Iy>
</[Envelope>

Figure 3: SOAP message before XML rewriting
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Figure 4: SOAP message after XML rewriting

Benameur, Abdul Kadir, and Fenet XML [8] discuss the XML
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rewriting attack and list the existing solutions such as SOAPAccount,
WS-Policy, WSE Policy Advisor and the formal methods, explaining
their limitations. Gajek, Liao, and Schwenk [11], proposed fixing the
inline approach by retuning XPath with position information.

I1I. Inline approach and detected XRAA

3.1. Inline Approach and SOAP Account

SOAP Account [9] is a structure information used as a header in the
headers. This header is used to detect the XML rewriting attack, and
protect the SOAP message integrity; its structure consists of the
following elements:

e The number Of Child Elements of Envelope.

e The number Of Header Elements in the SOAP message.

e The number Of References in each signature.

e Successor and Predecessor Relationship of Each Signed Object:

Parent Element and Sibling Elements.
e A Possible extension for future improvement.

Back to the SOAP message in Figure-3 we can introduce the
SOAPAccount as:

The number Of Child Elements of Envelope = 2.
The number Of Header Elements = 2.

The number Of References in each signature =1.
Parent of Element “Id 1" is Envelope.

Sibling of Elements “Id 1 is Header only.

After performing the Add SOAP Account module [9], the SOAP
message will be added by the SOAP Account as a new header for
validating the integrity of the SOAP message. Figure-5 shows the
SOAP message after adding the SOAP Account. When the SOAP
message is attacked as in Figure-4 the SOAP Account will detect the
modification and protect the SOAP message integrity.

Figure-6 shows SOAPAccount with the attacked SOAP message,
and how can the attack be detected. The determination can be
performed by comparing the NoOfChildOfHeader in SOAPAccount
element before attack (was 3) and after attack (is 4). According to [4]
[9] the CheckSOAPAccount module checks' the wvalidity of
SOAPAccount. If any attacking SOAPAccount itself and the
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validation of SOAPAccount integrity have been done before the
validation of SOAP message, this means that the SOAPAccount is not
valid, and the SOAP message is already attacked.

<Envelope> Present state:
<Header> NoOfChildOfEnvelope @
<Security=> -Eizt:[er
- o i NoOfChildOfHeader £ 3
<Signature> Sty
<Signedinfo=> -SomeTag

<Reference URI=#1> </>  _SOAPAccount
<Reference URI=#2> <[>
</Signedinfo >
</Signature>
</Security>
<SomeTag>

</SomeTag>
<SOAPAccount |d=2>
<NoOfChildOfEnvelopgk 2<f=
<NoOfChildOfHeade >
<NoOfSignedObject>2</>
<ParentOfld1>Envelope</>
<ParentOfld2>Header</>
<SiblingOfld1>Header</>
<SiblingOfld2>Security, SomeTag</>
</SOAPAccount>
</Header>
<Body ld=1>

;:II”Body:-
</Envelope>

Figure 5: SOAP message after adding SOAP Account

3.2. Element Relationship Weakness

One of the weaknesses of the inline approach is that the
SOAPAccount only preserves the relationship to its parent and
siblings elements. This is a relative position in the DOM tree. To
mitigate the vulnerability, one recommendation [11] is to consider in
SOAPAccounts the absolute path to the root element (“vertical
fixing”’) and to its siblings (“horizontal fixing”). Figure-7 shows the
weakness and how an attacker can modify the SOAP message by
copying the envelope into another header and the SOAPAccount
cannot detect this attack.
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<Envelope>
<Header>
<Security>
<BST>....</>
<Signature>
<Signedinfo>

</ Signedinfo >
</Signature>
</Security>
<SomeTag>

=[S om eTag >

</Header>

<Body>

</Body>
</Envelope>

<Reference URI=#1> </> -50APAccount
<Reference URI=#2> </> -AttackHeader fadding)

<SOAPAccount ld=2>
<NoOfChildOfEnvelopg=2</>
<NoOfChildOfHeader

Present state:
NoOfChildOfEnvelope = 2
-Header
-Body
NoOfChildOfHeader ¢ 4
-Security
-SomeTlag

Invalid

£3J/> > (was 3)

<NoOfSignedObject>2</>
<ParentOfld1>Envelope«</>
<ParentOfld2>Header</>
<SiblingOfld1>Header</>
<SiblingOfld2> Security, SomeTag</>

Invalid header
according to
NoOfChildOfHeade

Figure 6: SOAP Account detect the attack
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<Envelope> Present state:
<Header> NoOfCI‘:u:;fE:velope =2
<Security> Body
<BST>....</> NuOfChildOfHeader@
<Signature> Security
<Signedinfo> -SomeTag

<Reference URI=#1> </> -SOAPAccount
<Reference URI=#2> </>

</Signedinfo > Valid

</Signature>

</Security>
<SomeTag > Match
<Envelope>
<Header>

<MHeader> Moving original
<Body ld=1> body into
another header

</Body>
</Envelope>
</SomeTag >
<SOAPAccount ld=2>

<NoOfChildOfEnvelope>2</>
-:NoOfChiIdOfHeadeM
<NoOfSignedObject=2</>

<ParentOfid1>Envelope</>
<ParentOfld2>Header</>
<S§iblingOfld1>Header</>
<S5iblingOfld2>Security, SomeTag <f>
</SOAPAccount>
</Header>
<Body>

</Body>
</Envelope>

Figure 7: SOAP Account cannot detect the attack

IV. Inline approach enhancement

SOAP message is nothing but XML document, that we can
represent by using a tree structure, Figure-8 shows the SOAP message
represented as tree and its SOAPAccount will be as follows:

The number Of Child Elements of Envelope = 2.

The number Of Header Elements = 3.

The number Of References = 2.

Parent of Element “Id 17 is Envelope.

Parent of Element “Id 2” is Header.

Sibling of Elements “Id 1" is Header only.

Siblings of Elements “Id 2 are Security and SomeTag.
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Figure 8: SOAP message tree

Figure-9 shows the SOAP message weakness, after the attack, the
SOAPAccount is still valid and cannot detect the attack. So to detect
attacks like this, look at SOAP message as a structure tree, therefore
we will observe that we can determine the position of all tree nodes
easily and early after creating SOAP message directly. For example,
attacker changes the body from quote symbol IBM to new quote
symbol MBI which means the ultimate receiver will perform the new

body, and ignore the original one.
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Figure 9: SOAP message tree after attack

Using a post-order traverse by visiting firstly left node, then right
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node, and finally root node, we can determine the element position
and keep it as shown in Figure-10 and Figure-11 as tree. According to
the importance of the signed elements we will store the element
position in an attribute in the predecessor element and call it
elementPosition attribute. The SOAPAccount for Figure-10 will be:
The number Of Child Elements of Envelope = 2.
The number Of Header Elements = 3.
The number Of References = 2.
Parent of Element “Id 1” is Envelope and its position is 18.
Parent of Element “Id 2” is Header and its position is 15.
Sibling of Elements “Id 1 is Header only.
Siblings of Elements “Id 2” are Security and SomeTag.

If we perform the validation of SOAPAccount with new
elementPosition attribute invalid position of <Header> will be
detected immediately. Figure-12 shows the element position after
attack.
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Present state:
<ET:L§';Z:> ParentOfid2 is Envelope
! - elementPosition =19
<Security> ParentOfld1 is Envelo
<BST>...</> - elementPosition

<Signature>
<Signedinfo>
<Reference URI=#1> </>
<Reference URI=#2> </>
</Signedinfo >
</Signature>
</Security>
<SomeTag >
<Envelope>
<Header>

Moving original
body into another
header

</Header>
<Body Id=1>

</Body=>
</Envelope>
</SomeTag >
<S0OAPAccount ld=2>
<NoOfChildOfEnvelope>2</>
<MoOfChildOfHeader>3</>
<NoOfSignedObject>2</>
<ParentOfid1 elementPosition=
<ParentOfld2 elementPosition
<5iblingOfild1>Header</>
<5iblingOfld2> Security, SomeHeader</>
</SOAPAccount>
</Header>
<Body>

</Body>
</Envelope>

Figure 10: elementPosition attribute detect the XML rewriting
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Figure 11: SOAP message tree with element position
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Figure 12: SOAP message tree with element position after attack

V. Empirical Work

The main idea of enhancement the inline approach is to add the
elementPosition attribute to the SOAPAccount structure at the
<ParentOfld> element which contain the parent of the signed element,
so we found the function setElementPosition which add the
elementPosition attribute into the <ParentOfld> element to be added
to the AddSOAPAccount model proposed by [12] and the function
checkElementPosition ~ which check the wvalidation of the
elementPosition and add it to the CheckSoapAccount model proposed
by [12] which presented at Figure-13 with founded functions Figure-
13 shows where the developed functions setElementPosition and
checkElementPosition are imbedded into the overall model proposed
by [12], the function’s code shown in Figure-14 and Figure-15.
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Figure 13: Message flow using inline approach and proposed setElementPosition
and checkElementPosition functions

After applying the proposed method on several SOAP messages and
produce SOAP messages with elementPosition attribute, the method
used to detect the attack which could not be detect using the inline
approach (the attack has been mentioned in section IV). The attacked
SOAP message at Figure-16 and the result of checkElementPosition
function is presented in Figure-17. The function checkElementPosition
detect the attack and present an error which is wrong element.

public szatic void setfiemecntPositicn(Hode ele)l
foriMode o = ele. getFiratChild(} i Aa'l=null ; o=n.getWext3iblingi{) ){

if(n.gecHodeame () .acaccaich ("FarentOEZd") ) {
Hode nl=n.getFizscChild():
String & = findParenteposOfSignedEleampent{nl.gecNodeVaiue())?
Element & = (Eleapeant) o
. aerpirerimnrs ("elemear Posi T ion™, B) 2

]

setBlepantPesitioninl:

Figure 14: setElementPosition function.
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s checkElasentPos! bion (Hode ele) d
Hede § = ele gasFasesehild i) - geeHERs b aang () 11
L e, gersladetare || (sTascaR kK

Kese ml=n,qasFiresthaild]l:

Jgtic =
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BATE (PEL thoslnia)® | el greraCase (5] 11
t.prinnin{™rr “#nl.geiacdealus ] -

ik

1
SmekElamant Posd blan h)

Figure 15: checkElementPosition function.

<%xml version="1.0" encoding="UTF-8" standalone="no"7>
“soap:Envelope xmins:soap="http:/lwww w3.org/2003/058/ 5 0ap-envelops™s
<soap:Header>
=Securnity®
=BET=
<BET=
=Signature®
=Signedinfo
<Reference URIZ 1"><DigestValue>EgolkjhaZ45veas</DigesiValse>
=/Referance>
“Refarznce URI="T><DigestVzliz>somaspasmazvketw </ DigastVziues
“References>
<Reference URIS"2=<DigestValuersomaspaszmazvkety < Digastyalue®
=/Reference>
</Signedinfo=
</ Signaturs>
= Becurity>
<SomeTag l="3"=
=505p: Envelope xmins:soap="http:/lwwa. w3 ong/ 2003 05 soap-envelopes
<soap:Haader>
<Security>
<BET>
</BET=
<Bignature>
<Signadinfos
2Rsference URI="1"<DigestVslu=>Egolkjha?4fveas < DigestVsluss
=/Reference>
=Reference URIS 2 =<DigestValus>somas pas2mazvkstw < Digastizlue®
= Reference>
<Reference URI="2"=<DigestValue>somaspaa2mazvkelw < Digestyaiue™>
</Reference>
</ Signedinfo=
</ Signatisre>=
<[ Becurity=
“/sosp:Hesder>
<soap:Body 1d="1"7
<m:GetStockPrice xmins:m="http:/farww. sxample. og/stock™>
am: 1= B </m: &
</m:GetStockPrice>
=/zoap:Body>
</sosp Envelops®
< SomeTags
<50APAccount 1d="2">
<NoGIC hikOfEnvelope2</NoOIChiEOEmnvelop
<NoCFC hilkdOfHaader=3</NoCAChildOfH eadar>
2NoOfSignedOhiect=2 < NaCiSignad Dbjact>
<PareptOfld? elementPosition="25">s0ap: Envelope</ParentOfldi>
<ParentOfldZ elementPosition="21">s0ap: Header</ParentOfld2=
=ParentOfld3 slementPosition="21">s0ap: Header</Parant Ofld 3=
<BiblingOfld 1=s0ap: Header</ Sibling Ofid 1=
<SiblingOfldZ=Securily, SomeTag= SiblingOfldz=
“BiblingCfld3=5omeTag, S0APACcount =/ SiblingCflda=
SE0APAccoENM

<m:GetStockPrice xmins:m="http: fwww. example crglsiock™
<m:StockName=MBl<im: StockName>
«/m:GetStockPrice>
<soap:Body=
=/zoap:Envelops®>

Figure 16: The attacked SOAP Message.
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position related to the current node position. For example the first line
of Figure-17 shows that the current position of <soap:Envelope>
element is 40 but the actual position is 25 which mean that there is an
attack.

o: <spap:Envelope> position is 25 not 40

1 ™

v
rr
rro: <socap:Header> position is 21 not 36
Erro: <scap:Header> position is Z1 not 36
Checking elementPosition complete, an attack has been found..

Figure 17: The result after checkElementPosition check the attacked SOAP Message.

VI. Conclusion

The rewriting attacks are discussed, and the inline approach to solve
it, is explained. The proposed solution to enhance the inline approach
is adding an attribute to the element point to the signed element. This
attribute is called elementPosition which can detect any modification
of SOAP message using the XML rewriting attacks. To detect the
attack there are two main functions implemented setElementPosition
and checkElementPosition.
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