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Abstract:

Recently, the world has witnessed a great development in various
fields, through which the emergence of new concepts including the World
network sites, which have become the information revolution backbone is
reflected. The world becomes a microcosm with a harmony of races and
ethnicities. The makers of this development have targeted facilitating
communication and social contacts among human beings, speeding up
transactions, and transferring information among them. Yet, the nature of
human behavior, which has accompanied by crime since ancient times did
not make this technological development limited to be beneficiary and well
behaviors. Rather, this behavior made such electronic means of
communication a fertile ground for committing criminal behaviors known as
cyber-crime, which constitutes the core of this research. The researcher
aims at highlighting the general features of this crime; its definitions,
functions.

The researcher tries to examine its composition and general
components of the traditional and private crime, as well as the general
qualities of the criminals of electronic crimes and their ranks, monitoring
the practical difficulties and procedures that face the bodies of justice in
cyber-crime, and analyzing and deconstructing criminal evidence in the light
of the difficulties in this type of crimes.

This research aims at clarifying its major objective manifested in the
great damage the electronic crime may cause to community and the
enormous difficulties facing the specialists to enrich the studies of facing this
crime and working powerfully and firmly against the accused people.

The study concludes that the main problem lies not in the abuse of the
Internet by the criminals; rather it lies in the inability of the justice organs to
pursue such criminals for what they have done to the criminal substantive
and procedural legitimacy. This matter entails the Palestinian legislators to
promptly hone a special law for defying electronic crimes, assuring
accuracy, clarity, and legal plot on identifying the patterns of criminal
behavior in electronic crimes, getting rid of vague expressions that have
multiple interpretations, and legislatively amending act no. 41 pf the law of
penal procedures to identify the concept of night, and amending act no. 39 of
the same law to embrace the inspection of the automatic computer.
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